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1. Introduction

Today’s rapid digital transition and technological evolution affects various sectors including healthcare,
causing the advancement in medicine [1]. Technological evolution in healthcare enables more precise
early diagnosis resulting in personalized and effective patient treatment. The term medical technologies
cover services or solutions, devices and equipment that vary from high-risk to low-risk category developed
to solve a health problem and improve quality of life. The use of increasingly sophisticated medical
technology in healthcare comes with the need for clinical engineers — “professionals who support and
advance patient care by applying engineering and managerial skills to healthcare technology” [2].
In order to ensure the continued safe-use of a device for the manufacturer’s intended purpose these
professionals must know how to use it, have means to identify when it is not used correctly or when it no
longer works at manufacturer’s defined parameters.

Along with the digital transition, the medical devices industry has grown rapidly and incessantly over
the past century. According to the World Health Organisation (WHO), today, there are an estimated 2
million different kinds of medical devices (MDs) on the world market, categorized into more than 7000
generic devices groups [3]. The complexity of the medical technology assets found in healthcare, in
terms of number and diversity, is reflected in the complexity of technology management, which must be
efficient so that the technology can always be used according to its intended use, safely and appropriately.
However, for the health industry, be it hospitals or manufacturers of medical devices, nothing counts more
than the safety of a patient.

2. Medical device lifecycle: Pre- and post-market

In countries around the world, MDs undergo a distinctive process from ideation, design and development
phase, up to testing, approval and certification before the production, production process itself and post-
market surveillance (PMS). Produced medical devices must comply with health, safety and environmental
protection requirements defined in regional and/or national directives and regulations.
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Manufacturers of the medical devices are legally responsible that the requirements of the directives and
regulations for every phase of medical device life cycle are met. To ensure legal requirements are met and
high-quality products are produced, manufacturers are required to implement quality management systems
defined per international standards such as ISO 13485 — Medical devices — Quality management systems
— Requirements for regulatory purposes, ISO 14971 Medical devices — Application of risk management to
medical devices, etc. Additionally, a set of safety and technical standards referring to specific medical
device requirements have been developed such as IEC 60601 Medical electrical equipment, ISO 15223
Medical devices — Symbols to be used with information to be supplied by the manufacturer, ISO 10993
Biological evaluation of medical devices, IEC 62304 Medical device software — Software life cycle
processes, IEEE Standard for Health Informatics — Point-of-care medical device communication - Part
10201, etc. [4].

Administrative marking has been introduced to indicate that medical devices conform with health,
safety, and environmental protection requirements. The administrative marking is introduced differently
from country to country. For example, in China, CCC (China Compulsory Certification) [5] marking
is used for labelling of approved devices. Japan uses PSE [6] (Product Safety Electrical Appliance and
Material) marking. In Australia [7], there are various types of CE markings, or their equivalents used. In
the EU CE mark is introduced and serves as an administrative marking that indicates conformity with
health, safety, and environmental protection standards for products sold within the European Economic
Area (EEA). Since leaving the EU, the United Kingdom (UK) [8] has introduced the new mark UKCA
(United Kingdom Conformity Assessed) which is enforced from 2021. Canada enforces its own CSA [9]
(Canadian Standards Association) marking. In the United States, equivalent to Europe’s CE [10] marking
is UL (Underwriters Laboratories) marking. Generally, the administrative marking is issued by authorized
notified bodies. In all regions, the manufacturer governs the overall process from ideation to market,
whereas independent authorized third parties check for compliance, give approval for commercialization
and certification before placing the device on the market. In this way, the process of approval and
certification of the product’s compliance with directives and regulations during pre-market process is
independent and standardized ensuring public guarantee from the point of view of safety and accuracy of
the use of medical devices. So, it is evident that MDs are produced in a strict process harmonized with
international standards, and put on the market after authorization and marking.

Specifically, in the European Union (EU), manufacturers of the medical devices are legally responsible
that the requirements of the Medical Device Directives (MDD) and Medical Device Regulations (MDR)
are met. The directives, in conjunction with the harmonized standards, form a framework for manufacturers
to develop a comprehensive feedback system intended to ensure the continued safe-use of a device for the
manufacturer’s intended purpose. The certification process confirms conformity of the manufacturer and
the device itself to these requirements. It is issued by the European Notified Bodies [11], organizations
appointed by EU countries to assess the compliance of products before they are placed on the market.
The CE mark is an indication that the product is in conformity with the directive and regulation. It can be
effortlessly identified by authorities and customers using these means and having it well visible on the
product. Furthermore, the medical device may not be placed on the market in the EU and EEA without
the CE marking.

As mentioned, during the pre-market phase, MD functionality, safety and performance needs to be
designed to satisfy multiple requirements defined in a variety of international standards such as basic
safety standards, electro compatibility standards, biocompatibility standards, environmental protection
standards, etc. Pre-market evaluation and classification of product quality, safety and performance is
conducted by manufacturers and/or authorized, notified bodies. For the EU market, the device entering
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the market has clear classification into risk category and compliance marking such represented as CE
mark.

Device risk assessment during pre-market is done by manufacturers based on pre-market data including:
design, clinical trials and test-model assumptions which may not accurately represent real-life situations.
All of the activities of pre-market testing are conducted in a controlled environment where the device is
completely isolated from external influences such as usage, changes to the usage methods and patterns,
humidity and temperature changes and influences of electromagnetic fields of surrounding devices. In
addition, pre-market data of device assessment typically reflects ‘short term’ periods of observation or use,
and may not reflect potential incidents that would arise over longer periods of usage. Although medical
devices are designed, developed, manufactured and distributed on the global market after thorough pre-
market evaluation, residual risks regarding safety and performance will remain throughout the product’s
lifetime. This is due to a combination of factors, such as inherent product variability, factors affecting
the medical device’s use, environment, different user interaction, as well as, unforeseen medical device
failure or misuse. Design and development activities for medical devices ensure the residual risks are
acceptable with respect to anticipated benefits before the product is released on to the market. This
limitation is causing unfortunate incidents and injuries involving medical devices once they are being
used. As medical devices and human—system interactions become more complex, usability issues are
a persistent challenge and are gaining more recognition for their impact. A 2016 Johns Hopkins study
reported that medical errors are the third leading cause of death in the United States [12]. Prioritizing
human factors is imperative to decrease the occurrence of design flaws, eliminate or reduce use-related
hazards, improve patient adherence and ultimately ensure safe outcomes for end users of medical devices.

To facilitate prevention of these adverse events involving medical devices regulators prescribed a post-
market surveillance (PMS) [13]. PMS is defined as a set of activities to collect and evaluate experience
gained from medical devices that have been placed on the market, and to identify the need to take any
action. It can be seen as a collection of processes and activities used to monitor the performance of a
medical device once it is placed in healthcare institutions. These activities are designed to generate infor-
mation regarding the utilization of the device, to expediently identify device design and/or usage problems
and accurately characterize the device behaviour in practice. Vigilance, management and maintenance of
medical devices can be seen as set of activities within the PMS mechanism currently being implemented
globally. The vigilance system involves cooperation of different stakeholders: users, manufacturers,
competent authorities, and others that can effectively facilitate the detection of previously unknown
adverse product information and prevent future recurrence of incidents that might have otherwise led to
death or serious deterioration in health. Another aspect of PMS is seen in medical device management
and maintenance in healthcare institutions, again done by manufacturers/distributors and healthcare
institutions itself.

The WHO Global Model Regulatory Framework for Medical Devices [3], including in vitro diagnostic
medical devices, like many other international regulatory frameworks, requires the implementation of
PMS systems. It requires that receiving and evaluating feedback are the minimum requirements for
post-market surveillance, but that this can be expanded to include other activities. The WHO Global
Model Regulatory Framework for Medical Devices also includes the activities of the national regulatory
authorities (NRAs) acting in response to reports of adverse events received, so-called vigilance. Thus, the
terms post-market surveillance, vigilance and market surveillance are closely linked.

Given the abovementioned limitations in pre-market device risk classification, rising challenges in
healthcare sector seen through pandemics and adoption of sophisticated technology in healthcare, regula-
tory bodies worldwide are increasingly emphasizing that PMS data should be used for usability-related
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improvements during the product development process. It remains important to continue to collect and
evaluate information on the medical device during production and post-production to meet requirements
for the monitoring of products and processes and to ensure the residual risks remain acceptable with
respect to benefits. However, even though this requirement is sound, a technical obstacle is preventing
approach to take on full impact. The reason for this is that PMS differs significantly worldwide. While
pre-market processes are harmonized and standardized globally, the challenge of medical device con-
formity assessment in PMS is becoming more emphasized due to the fact that it has a direct impact on
diagnostics and treatment of patients. How so? It is seen that medical devices are produced following
harmonized, standardized and regulated premarket processes. Also, PMS is conducted by manufacturers
or distributors as defined within directives and regulations. However, it is not unlikely that an error in MD
performance causes patient injury or in the worst-case scenario patient death. So, if there is no difference
on medical devices between countries why does their performance differs which is noticeable by the
number of incidents reported?! If medical devices are the same — produced and assessed according to
directives/regulation, monitored by PMS — the only reason for the situation can be found in different
approaches to medical device management, including preventive service. This indicates that current
PMS processes possibly have gaps to be addressed. Getting the right balance between premarket and
post-market data collection — specifically, where appropriate, a greater reliance on post-market collection,
including real-world data collection, can reduce the extent of premarket data collection and directly
impact when patients will have access to high-quality, safe and effective medical devices. But, greater
reliance on post-market data collection could undermine patient safety if the necessary and timely data
collection does not occur.

In the EU, the new Medical Device Regulation [14-16] regulates PMS more strategically with the
intention to address these challenges. MDR introduces independent, third party — notified body [11]
and prescribes that some of PMS activities should be performed by these bodies. In respect to the new
MDR, the EU Commission urged member states to tighten controls, increase surveillance, and restore
full confidence in the EU CE marking regulatory system. The commission proposed the following:

— Verify that NBs are designated only for the assessment of medical devices and technologies that
correspond to their proven expertise and competence.

— Ensure that all NBs exercise the authority given to them by law to ensure that manufacturers conform
to regulations through assessment (e.g. power to conduct unannounced inspections).

— Reinforce market surveillance by national authorities (e.g. spot checks for certain types of devices).

— Improve the impact of the vigilance system for medical devices:

+ Provide systematic access for NBs to reports of adverse events.

+ Encourage healthcare professionals and patients to report adverse events.

+ Enhance coordination in analysing reported incidents in order to pool expertise and speed up
necessary corrective actions.

* Support the development of tools to ensure the traceability of medical devices and their long-
term safety and performance monitoring (e.g. unique device identification systems and implant
registries).

These objectives, however, are not isolated to the EU. In 2012, the Center for Devices and Radiological
Health released its strategic priorities, the first of which emphasizes the complete implementation of a
‘total product lifecycle approach’. Still, the preventive and corrective maintenance of medical devices is
left to be carried out by manufacturers and/or distributors and/or healthcare institutions.
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3. Medical device management and maintenance: The need for evidence-based approach

As stated previously, the complexity of the medical technology assets found in healthcare is reflected
in the complexity of technology management, which must be efficient so that the technology can always
be used according to its intended use, safely and appropriately. The goal of medical device management
and maintenance should be to achieve that every medical device is safe and accurate every time it is
used on patient. To do so, a set of management and maintenance activities is being carried out. Safety
and performance of medical devices is checked relative to the manufacturer’s specification, international
standards and national/regional regulation. Therefore, from management perspective maintenance is a
crucial aspect of the activities in a healthcare institution’s clinical engineering (CE) department because it
involves significant human and financial resources. Original equipment manufacturers (OEM) recommend
regular checks and tests to ensure that the safety, accuracy and precision of medical equipment are
maintained throughout the product lifecycle to acceptable standards, protecting the patient [17]. This
is known as maintenance. There are two main types of maintenance required for medical equipment
in all hospitals: scheduled maintenance (SM) and corrective maintenance (CM). Generally, preventive
maintenance can be broken down into three main categories: scheduled maintenance, performance
verification and safety testing. In medical device industry, those activities are defined and performed
through PMS.

Currently, management of medical devices within healthcare institutions can be considered as ‘re-
active’ — responding after an event; of which there are many types ranging from complaints to those
involving serious injury or in an extreme case where a serious injury or death has occurred known as
“Vigilance’. These activities can be considered ‘passive’ as they are largely data collection activities. On
the other hand, in ‘proactive’ management — endeavours meant to anticipate and curtail events before they
occur; there are many types such as user surveys and manufacturer-sponsored clinical registry studies.
In ‘proactive’ programme, information is actively sought to gain insight and data into the real-world
performance of the device. Proactive approach can ultimately lead to predictive properties. Generally, the
development and increase in the complexity of electrical equipment have led to the modernization and
updating of maintenance techniques and policies. The preventive and predictive activity makes it possible
to plan the shutdown, prepare the intervention team, ensure the necessary spare parts, and respectively,
reduce to a minimum the parking time for repair. Maintenance planning requires the assessment of a
number of parameters, including how a piece of equipment is used, how often it is used, its intended use,
risk associated with its usage and its failure rates.

The maintenance of medical equipment becomes more expensive every year, and to optimize main-
tenance programs and reduce total cost of ownership, hospital management structures are constantly
looking for solutions to extend the time of operation of equipment, in the required safety and technical
performance and through the efficient use of available resources [19]. The analysis and substantiation
of capital expenditures in medical organizations must be based on quantifiable factors, with a direct
impact on the full associated costs. In order to optimize operating and support costs, medical technology
management structures develop medical equipment maintenance programs, based on assessments and
prioritization, based on risks and costs. The development of alternative plans for medical equipment takes
into account the complexity and large number of existing equipment, the skills of its own specialists and
their number, the technical means of calibration and control, and the budgetary resources available.

Good management of medical technologies at the hospital level can minimize malfunctions in medical
devices. Proper management of medical technologies, based on increasing reliability and reducing failures,
could lead to the provision of good health services in limited economic conditions. The lack of specialized
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technical staff, including medical bioengineers and clinical engineers in hospitals, as well as an inefficient
maintenance system are the major causes that determine incidents of all kinds. This has been highlighted
more than ever, during the pandemic, when hospitals and all their medical equipment were and still are
overburdened [20]. During this time, more than ever, we have realized that the rules and standards of
hospital care need to be improved, and maintenance policies need to be optimized as quickly as possible.

As for the data exchange, in current framework experiences gathered on the use of medical devices by
users are reported to manufacturers who report certain incidents to NRAs and keep them updated on the
actions taken. The NRA review the investigation undertaken by manufacturers and take further actions.
This is connected to the market surveillance responsibilities of NRAs. Market surveillance comprises the
total package of activities undertaken by NRAs to obtain an oversight of medical devices on the market in
their territory and to ensure that the safety, quality and performance of medical devices on the market
continues to be adequate. The NRA in each country may establish a mechanism for the testing of medical
devices to ensure that they continue to meet their quality, safety and performance requirements. Some
countries establish it under legal metrology framework.

The EU regulations establish strong and relatively detailed requirements on post-market surveillance
and on how post-market surveillance data are to be used (e.g. updates to the risk management file
and to clinical evaluation). The US FDA [18] has placed an increased emphasis on the possibilities
for using data from experiences gained through the use of medical devices. An increasing number of
regulators are considering the value of using real-world evidence for post-market surveillance, and
other regulatory processes. Recent horizontal International Organization for Standardization (ISO) [4]
standards for medical devices place increased emphasis on the importance of post-market surveillance.
The ISO 13485 standard on quality management systems (QMS) for medical devices, used by most
manufacturers, requires a post-market surveillance system to be in place. Together, these documents
provide a framework for conducting post-market surveillance and using post-market surveillance data
to ensure the continued quality, safety and performance of medical devices. Post-market surveillance
depends upon the information i.e. the evidence that can be/is to be collected.

Safety and performance requirements of medical devices are checked relative to the environment in
which medical equipment is used. This environment should be controlled in terms of temperature and
humidity. There are situations in which some medical equipment is designed to be used in accordance with
the specific climate of a country/region. In this case, the maintenance procedures in a particular country
or region are adjusted according to these local factors. Other important factors are the age and condition
of medical equipment. In case some deviation from the specification is detected preventive/corrective
maintenance is being carried out. The actions required after the repair is completed include recalibration
processes and a performance and safety inspection. These activities are essential for measuring device
performance. Once these activities are completed, the medical equipment will be returned for use to the
patient care.

In the case of corrective maintenance, a decisive role is played by the periodic technical verification, part
of the preventive maintenance process. The technical file of the medical device in which any intervention
made on the medical device is recorded is a reference document in corrective maintenance that helps
to make decisions. Existing data in the worksheet includes the actions performed, the parts replaced,
and their cost helps to identify if or when the parts need to be replaced again and helps to explain the
condition of the parts during the current inspection.

In this regard, healthcare facilities need to implement evidence-based maintenance strategies, through
the development of prioritization procedures aimed at a balanced assessment of relevant factors in the life
of medical equipment, through an integrated approach to the elements of reliability-based maintenance,
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on risk-based conditions and maintenance. Although the expression “evidence-based” is well known in
the medical literature, it may also be applied to maintenance. Evidence-based maintenance (EBM) [21]
begins with the analysis of evidence (i.e. failures) to monitor the maintenance effectiveness and plan
any necessary changes to improve it. Maintenance reports in most hospitals describe only the failures,
the repair procedures and any spare parts used. What these reports never provide is information about
any measures needed to prevent that failure. Evidence-based maintenance provides all the information
necessary for early detection of defects, defect localization, fault diagnosis and calculation of the safe
operating time of the machine.

Knowledge of the history of a failure enables the monitoring and improvement of the current mainte-
nance strategy so that the most appropriate approach can be found. Ultimately, when the effectiveness,
reliability and availability of medical equipment are improved through maintenance, the safety of staff
and patients is improved. The implementation of evidence-based, or risk-based maintenance is possible
for non-critical medical devices by evaluating the reliability, which can increase departmental efficiencies
and streamline PM schedules. In clinical engineering departments, metrology is important to understand
when testing medical devices and choosing the right biomedical test tools. Requirements for quality,
safety, and competence in clinical engineering, also specifies an understanding of uncertainties, equipment
implementation and traceability of measurements. Performing measurement tasks manually is much more
challenging and highlights because the majority of HTM departments utilise specialist equipment. In
fact, the WHO recommends utilisation of biomedical test equipment in their global medical equipment
maintenance programme overview. This is because it effectively reduces clinical engineering resource,
improves test accuracies and reading repeatability, when compared to traditional test and measurement
methods. The hospital will also be able to provide better evidence with accurate data when evaluating
and testing their alternative equipment maintenance system. This further reduces the risks and improves
overall efficiencies.

4. Legal metrology in healthcare

As MD functionalities involve measurement of physiological or anatomical parameters, energy or
volume of substances administered to or removed from the body, they are referred to as medical devices
with measuring function (MDMF). Measurements of medical devices are obtained from the measurement
devices or sensors contained within the medical device. The performance of the MDs measuring devices
and sensors has a direct impact on the overall quality of the device. The quality of the device is an abstract
term formalized in terms of the science of metrology seen from the definition of MDMF as follows:
“MDMEF is designed and produced in a way that ensures that the device provides accurate, precise and
stable measurements within the limits indicated by the manufacturer and having regard to the intended
purpose of the device” [22]. Discussing MDs without the direct application of metrology concepts does
not make sense.

In terms of the science of metrology every measurement is just an approximation of the real value
or the quantity characterized by a dimension, a unit, and a value [23]. Since it is an approximation, it
means that every measurement is expressed in terms of accuracy, i.e., with its error, uncertainty and
measurement traceability. The accuracy of sensors and measuring units within medical devices is tested
and ensured during production. Even the best medical measuring devices and equipment are affected by
wearing and tearing, environmental changes and other factors, leading to loss of accuracy over time. Every
change made on the device in regular servicing activities require additional readjustments, calibrations
and inspection of the entire medical device. High measurement error and uncertainty expose patients to
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risk or to severe hazards. Therapy-targeting changes based on inaccurate measurements cause clinical
in-effectiveness to severe injuries and death outcomes. Therefore, understanding and application of
metrological concepts and recognizing limitations and constraints help to interpret measurement results
in healthcare whether they are used in medical diagnosis and treatment or for management of medical
devices [24,25].

The national regulators, society and every single citizen benefit from reliable and secured reference
data, measurements and safety in medical diagnosis and treatment. Although regulatory control for
medical devices, comprises both pre-market approval and post-market surveillance, there are significant
differences between the two types of surveillance. Additionally, discrepancy is seen in a variety of methods
for metrological conformity assessment testing of MDMFs cause lack of comparable dissemination of
traceability. Sometimes, these metrological conformity assessment testing are commonly restricted to
isolated accuracy checks of simple physical sensors. Such isolated checks ignore the complexity of the
physiological measurement process and the fact that the sensor is the only one link in the measurement
chain while the physical quantity being the first step towards a medically relevant measurand.

With repeated use and over a period of time, all equipment begins to degrade and that affects its accuracy
and precision. In the medical device industry, a drift in the measurement is found to be unacceptable.
Regularly calibrating equipment will ensure that industry defined standards are met and that the equipment
is functional thus providing accurate output. Medical Equipment Calibration is carried out to minimize
the uncertainty in measurements, reducing errors and bringing measurements to an acceptable level.
In terms of metrology, every calibration needs to be carried out to determine device’s traceability.
Traceability means that the measurement results or the deviation from a standard from the measured
reference to the reported device can be traced back to guidelines based on good practice procedures.
These are usually founded in national or international standards. Traceability [26] can be assured at
different times and in different places. In order to maintain traceability throughout a products life cycle
the necessary calibrations have to be performed by using a metrological quality standard. The concept
of making a calibration traceable to a national standard can be summarised in a few key elements. The
foundation of traceability in calibration is established via an unbroken chain of comparisons between its
own measurements and relevant international or national standards. This link between calibrations and
standards can be achieved by formally addressing the laboratories reference standards. The measurement
uncertainty must be calculated for each step using appropriate means and as result the overall uncertainty
of the chain can be stated. In many fields, reference materials replace physical reference standards which
follow the same traceability structure as previously described. Certification of reference materials and
devices are often used to demonstrate the traceability to relevant standards.

Referential measurement devices are all internal references to verify the accuracy of the measuring
devices performing according to metric standards. If possible, measurement variables for the measuring
instruments are defined to determine the internal reference or the standard deviation. If there is no
internal reference or metric, the device is calibrated at a national measuring site or accredited laboratory.
Referential measuring devices should, as a rule, be calibrated at national measurement sites or accredited
calibration laboratories. This ensures that the measurement uncertainty remains within the desired limits
and achieves an unbroken, documented calibration chain that ensures traceability of measurement results
to national and international standards and, thus, SI units. If no measurements of a reference measurement
instrument’s calibration can be traced back to a national or international measurement standard, the
calibration criteria need to be documented. This also includes the documentation of natural constant or
derived quantities used or acquired during the calibration.

Inspection [26] is defined as a process designed to provide objective evidence that a given item fulfils
specified requirements. This is not to be mixed with calibration defined as is a procedure for detecting and
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fixing the uncertainties in measurements and bringing them to an acceptable level. Therefore, calibration
process implies a correction being made in the device. This kind of adjustments in medical devices
can only be performed by authorized distributors or services and manufacturers. On the other hand, as
inspection aims to provide objective evidence that a given item fulfils specified requirements independence
and impartiality of the body performing these activities are of great importance. The inspection process
doesn’t imply any correction being made. If the non-compliance is detected service is required. The
service is conducted by authorized distributors or services and manufacturers.

The new MDR [14-16] stresses a priority on continuous review of post-market issues and analysis of
those issues, specifically that manufacturers should have “a post-market surveillance system in place which
should be proportionate to the risk class and the type of device in question.” The MDR also explicitly
states that data from post-market surveillance activities should feed into multiple areas, including the risk—
benefit analysis, manufacturing instructions, corrective and preventive actions, and for the identification
of options to improve the usability, performance and safety of the device.”

Even the new MDR recognised the gap of independence third party in post-market surveillance, still
lacking standardized methods for conformity assessment testing based on metrology principles which are
the only pathway towards the accomplishment of the requirements stated in the MDR. The International
organization of Legal Metrology (OIML) [27] is the main institution for defining the regulatory framework
for metrology characteristics and requirements of all measuring devices. Therefore, the guidelines of
OIML, developed for sensors and measuring devices included in MDMF, must be considered for the
development of methods for MDMF conformity assessment testing, whereas IEC 60601, IEC 62353 and
ISO 80601 refer only to requirements for basic safety and essential performance the OIML guidelines
address the metrological characteristics of medical devices.

Safety and performance testing of medical devices in the medical sector is one of the key factors in
improving public health [28-34]. Physicians need better accurate medical measurements to diagnose
diseases better, monitor patients and deliver treatments. Even an error in a simple medical device such as
clinical thermometers to measure body temperature, sphygmomanometers to measure blood pressure,
weighing scales to measure body weight etc. can cause medical decision making to shift from the normal
decision. In some conditions, medical errors might cause patients pain bearing permanent or temporary
disability and, in some states, even cause death. In another view, this matter can cause increasing health
costs. Increasing the number of follow-up tests, medication and treatment for a patient who has been
incorrectly diagnosed to have a certain disease will incur health costs. As a result, the accuracy of
MDMFs is uncertain, their deterioration over time cannot be properly detected or prevented and the
diagnostic value of their measurements becomes questionable. This significant drawback was recognized
by the Institute of Electrical and Electronics Engineers (IEEE) standards group that began to work on
harmonization of MD PMS performance evaluation within the Medical Device with Measuring Function
(MDMF) group. The first standard the group is working on is P2727 — Standard for General Vocabulary
for Conformity assessment testing of Medical Devices with Measuring Function [16]. The goal of this
work is to link medical devices and their performance assessment testing to the metrological concepts
and terms and to develop standards for conformity assessment testing of MDs.

5. Medical device surveillance database
As discussed, medical device pre-market and post-market requirements are very well defined globally.

The existence of directives and regulations govern the overall life-cycle of medical device — from ideation
to usage. Medical Device surveillance data is currently being stored in different databases such as the FDA
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Fig. 1. Identified disadvantages and limitations of current post-market surveillance of MDs.

Manufacturer and User Facility Device Experience (MAUDE) and Recall databases [35], Medical Product
Safety Network (MedSun) [37] and European database on medical devices database (EUDAMED) [36].
The main purpose of the databases is to enhance traceability, cooperation and transparency regarding
medical devices. Databases are designed to serve as an interaction between different stakeholders offering
various functions, such as adverse event reporting program, reporting medical device problems that result
in serious injury, or death and recall database. The flow of information to database, throughout the lifespan
of MD, is presented in Fig. 1.

Current databases collect information for each database from both voluntary sources and mandatory
reports. Judging by the number of reported incidents involving medical devices it can be concluded that
the limitations of the databases are that the data submitted include “incomplete, inaccurate, untimely,
unverified, or biased data.” In addition, many use errors stay underreported and data format unknown.
Moreover, current databases are limited to administrative data only including manufacturers and distributor
data, vigilance and clinical studies data, hence the surveillance is not taking its full capacity.

UN Sustainable Development Goal 3 states: “To ensure healthy lives and promote well-being for all at
all ages.” Within this goal, a specific target is defined: “access to quality essential health-care services
and access to safe, effective, quality and affordable essential medicines and vaccines for all.” In terms
of above-mentioned disturbing statistics on adverse events caused by medical devices “access to safe,
effective, quality and affordable medical devices” should be ensured as well. Safety and effectiveness
(performance) of medical devices is indeed area in which digital transformation can deliver its full
purpose.

Digitalization, which is already in place, but supported by standardized methodology for conformity
assessment yielding in standard data format has the potential to solve the above identified challenge in
post-market surveillance.
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Fig. 2. Solution for evidence-based maintenance of medical devices during post-market surveillance.

The introduction of standardized conformity assessment method for testing of safety and performance of
medical device will produce traceable, accurate, complete, verified, nonbiased and standardized data. With
this, existing digital databases will serve its purpose. Standardized conformity assessment method implies
medical device quality testing by independent third-party bodies and/or manufacturers/distributors, but the
evidence produces during these activities would be complete, accurate, verified, traceable and unbiased.
With this approach two challenges would be solved. Firstly, safety and quality of medical devices would
be inspected with calibrated etalons by independent party introducing more transparency into the overall
process. Secondly, standardized data, when entered into existing databases would result in database ready
for analysis using various techniques. The more analysis ready data is created the more data mining can
be done. The proposed solution is presented in Fig. 2.

Such approach is already being validated in two countries. Evidence-based methodology for surveillance
of medical devices has been part of legal metrology framework in Bosnia and Herzegovina and in Republic
of Serbia. It has been introduced in the legal framework in terms of adopted bylaws. All data resulting
from the inspection carried out by independent appointed inspection bodies has been entered in database
specially developed for this purpose — eLab [38]. For every used medical device in healthcare institution
which was subject of inspection a standardized record of safety and performance has been entered into
the database periodically since inspections are conducted with determined frequency. This is step toward
personalized medical device maintenance which is different than benchmarking approach as reported in
some prior papers related to the evidence-based maintenance [39—41].

This practice showed that significant cost-effectiveness can be achieved in management of maintenance
in healthcare institutions because standardized data showed certain patterns for healthcare institutions.

“How to understand the present and predict the future?”

Following the trend of application of artificial intelligence in other fields, as well as in healthcare,
the researchers investigated application of artificial intelligence on this database as well [42—48]. The
hypothesis of predictive management of maintenance of medical devices has been proved. Indeed, as
medicine is shifting toward personalized medicine clinical engineering should follow the path of predictive
management of medical devices.

“In God we trust, all other bring data!”

In conclusion, this article provides evidence-based examples which eliminate the identified gap. The

collection of nine case reports published in this special section give an overview of the complexity of the
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topic and show where the successes have already been achieved, but also where the challenges of this
topic lie.
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