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Abstract. Data are an integral part of the normative world and therefore ethics. With the advent of big data and data science,
increased attention has been given to the ethics of artificial intelligence. However, data ethics is broader than that and must now be
considered on its own as a field of ethics. In this paper, we make the case for the importance of data ethics and propose a general
framework to support organizations in adopting ethical data practices. We provide the examples of statistics and standards as two
contexts within which data ethics can be advanced and where advancements have already been made.
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1. Introduction

Data come in many forms including “facts, figures,
observations, or recordings that can take the form of
image, sound, text or physical measurements” [1]. The
availability and magnitude of data have made them a
key part of the decision mechanism and management
toolboxes of organizations, as they can be used in a
variety of ways. Due to the central role and link be-
tween data and decision making, unethical use of data
leads to distrust in organizations and institutions. There-
fore, in an era where data are considered to be of criti-
cal value to organizations, their ethical use within and
across organizations is key to meet legal and compli-
ance requirements, manage reputational risk, and most
importantly, ensure that through the use of these data,
organizations are not causing harm (e.g. social, envi-
ronmental, financial, or political) to their stakehold-
ers and society at large. We argue that private, public,
and not-for-profit organizations need to systematically
integrate data ethics into their governance practices,
operational processes and management systems to en-

∗Corresponding author: Eric Rancourt, Modern Statistical Methods
and Data Science, Statistics Canada, Ottawa, ON, Canada. Tel.: +1
613 298 9403; E-mail: Eric.rancourt@statcan.gc.ca.

able trust, accountability and continuous deliberation
on changing legal and social licences. To this end we
propose a framework to leverage standardization tools
to enable and integrate data ethics accountability mech-
anisms within organizations. We also use the case study
of Statistics Canada’s development of its data ethics
framework and practices and derive insights on broader
principles and tools that could inform the establishment
of data ethics functions across organizations.

As society has been changing through more massive
uses of technologies, so has our understanding of it
and the forms of recording information about it. Dur-
ing the last decade profound changes in how data are
created, collected, produced, stored, analysed and con-
sumed have reshaped our relation to data and even to
the world [2,3]. In 2014, the Secretary General of the
United Nations asked an expert advisory group to anal-
yse, what he termed, the data revolution, and produce a
report with recommendations [4]. This report in itself
marked a transformation point in how we understand
the role and policy implications of data in society. Data
are now a key component of the everyday world, with
numerous producers and users of data interacting with
a wide range of methods, tools and applications. Or-
ganizations across the globe have been attempting to
measure and quantify the value of data and activities
in the digital economy. For instance, in 2019, Statistics
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Canada produced the first experimental set of estimates
of the value of digital economic activities. While the
study provided a range estimate and recommended ad-
ditional exploration to validate assumptions, it nonethe-
less identified the growing significance of data across
the Canadian economy. Investment in various data prod-
ucts, such as data themselves, databases and data sci-
ence, has been growing since the 1990s [5].

As data are becoming an increasingly important asset
to private, public and not-for-profit organizations [6],
different organizations are becoming custodians of data
and require expertise on how to handle such resources.
An organization’s ability (or inability) to demonstrate
that its data practices are ethical constitutes a key as-
set (or liability), in particular if it can show how they
are implemented beyond legal compliance [7]. In an
era when data and information flow very quickly, rep-
utational risk is also high. For example, unethical data
practices can heavily damage the reputation of an or-
ganization, could lead to decreased customer trust, and
loss of business [7]. In the context of democratic public
institutions, mismanagement or unethical use of data
could lead to citizens’ distrust; data ethics has now be-
come fundamental to democratic institutions. This in-
creasingly important need by organizations has created
an opportunity as well as an obligation to manage data
responsibly, which has been manifested by the prolifer-
ation of Chief Data Officer positions and the develop-
ment and implementation of data strategies. For exam-
ple, the Government of Canada developed its own data
strategy to guide its transformation of “a more transpar-
ent, collaborative, citizen-centred and digitally enabled
public service” [8]. This data strategy will support a
change in operations, decision making, and delivery of
services for Canadians.

2. Data ethics and the data supply chain

2.1. Definition

Much as ethics or business ethics had been in place
(or at least considered) in organizations, the data revo-
lution, and the COVID-19 experience (and the result-
ing needs to exploit data way beyond past uses) have
brought to the forefront the importance and need for
data ethics. Data ethics is now seen as a branch of
ethics [9] and can be defined as the study of moral prob-
lems related to the data themselves, to the computer
programs and algorithms that use such data and to the
methods and approaches that are employed to use the

data. Further, this applies throughout the data lifecycle
process from collection and ingestion through decision-
making and all the way to publication and/or sharing
of information produced from the data. It applies to
data generated by humans such as when responding to
questionnaires, filling online forms to receive a service
or a product but also all the non-human generated data
produced by sensors, cell phones, satellites and all elec-
tronic devices that produce data. It also applies to any
form of synthetic data produced through models for any
purpose. Data ethics is also about respect and truth. To
increase the insurance that fake data does not enter a
process, there is a strong requirement to assess quality
of the data, including the reliability and credibility of
data sources prior to any analysis.

As society builds itself, new development avenues
and opportunities constantly emerge, leading to new
and more complex ramifications. In this digital age, all
actors, whether they be people, businesses or public
sector organisations are now both producing and con-
suming data in a myriad of forms. And as the appetite
for more data grows, new issues are arising. When peo-
ple order goods or services on-line, they will provide
(and obtain, but rarely keep!) information. Similarly, as
citizens interact with governments, there is an exchange
of information and services. So, for businesses and pub-
lic organizations to function, they require information
that will enable them to operate in this complex society.

Manoeuvring in this context raises new issues. How
are the data obtained? Is it in a legitimate fashion?
What is happening to the data once obtained and along
the data life-cycle? Who can and who does modify
them, how and for which purpose? How are the data
being used? Who has access to them and are they being
shared? Who is the responsible custodian of the data?
Who owns the data and can sell it? How securely are
they kept? These are examples of questions that arise as
more actors are playing on the data world stage. Data
ethics then comes in to ensure that people’s data are
ethically managed and to help organizations to have the
appropriate interactions with data in such a manner that
is both beneficial and acceptable.

2.1.1. Data ethics 1: The data themselves
In terms of the actual data points, data ethics pro-

vides a questioning framework for a number of issues.
First, what is the purpose for which the data will be ob-
tained and used? Is it for public good, for profit or both?
What if the data have been obtained in ways that are not
ethically correct? What if data were stolen or hacked?
Or wrongfully obtained without consent? What if data
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are produced or modified intentionally with values or
trends that are not true in order to influence decisions
or make money? Should data collected for one purpose
be used for another to avoid running a new data col-
lection activity? These are the types of questions that
need to be answered before data are acquired, as they
are being acquired/produced and during the complete
stewardship, preservation and disposition cycle.

2.1.2. Data ethics 2: Algorithms
Once data have been gathered through collection,

acquisition or production, the ethical issues relate to
how the data are going to be used and the manner in
which they will be made into information and how de-
cisions will be made. This is the realm of algorithms.
Programmed algorithms can range from simple queries
and models to very modern machine learning algo-
rithms and complex artificial intelligence systems. Al-
gorithms are varied and should not be used in isolation.
The whole data lifecycle needs to be taken into account,
particularly as it relates to preparing data. This includes
clarifying the purpose for which an algorithm is used,
assessing data quality, curating data and then validating
models and results.

Algorithms have been in place for several centuries;
“An algorithm is an effective procedure, a way of get-
ting something done in a finite number of discrete
steps.” [10]. According to this reference, the first com-
puter programming algorithm is considered to have
been written by Ada Lovelace in the 1800s. Numerous
types and version of computer algorithms were devel-
oped since the middle of the 19th century, but with the
advent of big data and data science techniques, it has
become much more important to pay close attention to
ethics. In this case, ethics does not only relate to doing
the right thing, but also to knowing and understanding
what the algorithms are doing in order to avoid un-
knowingly or unwillingly causing harm to people. For
example, an automated system that is built to partition
elements (people’s data) from a file into groups from
which the decision to admit people into a program or not
depends on, could be biased towards or against some
vulnerable groups of people in the population [11]. This
is such because of the links that may exist between the
limited data sets available and characteristics of sub-
groups of the population. So, it is imperative to set stan-
dards and ensure that the use of AI (and in general all
algorithms) be ethical. This is what the Montreal Decla-
ration [12] has set to achieve through a list of principles,
as well as a number of standard development organiza-
tions. Similarly, the Canadian government has equipped
itself with a directive on automated decision-making as
well as a tool to assess the impact of algorithms [13].

2.1.3. Data ethics 3: Behaviour
Data and algorithms are virtual objects but still they

are objects. Just like a pen/keyboard, a knife or a car,
they can be extremely useful to people and society when
put to good use. However, when their users behave un-
ethically, all benefits go away and serious harm can be
caused. There is a parallel with data and algorithms.
The critical issue is how people will use them. Unfortu-
nately, with data, it is not only ill-intended use that can
be harmful but also inadvertent uses. It is therefore very
important in the new data world with algorithms and
AI to ensure that there is a solidly implemented culture
of data ethics. The behaviour of employees, researchers
and managers could well be the most underestimated,
yet the most important part of the development and
implementation of data ethics. One has to remember
that ultimately it is people who design the algorithms,
people who determine how the data will be collected,
processed and used, and people who make decisions
based on these. They are subjected to unconscious bi-
ases. Therefore, creating the systems, processes and
culture to support the desired behaviours is key.

2.2. Data ethics throughout the data lifecycle and
supply chain

Similar to other types of ethical dilemmas [14], data
ethics concerns all aspects of an organization’s interac-
tion with data. In fact, it may even transcend the scope
of a single organization, as the data are often created
by one organization and then passed on to other ones.
This is what we refer to as the data supply chain. Gi-
rard presents how the supply chain has evolved from
the traditional one to a big data supply chain [15]. He
explains that in the new context of big data there is a
need to create new data value chains. For this to happen,
it is crucial that the various steps in the chain be created
and organized in an ethical manner so that society can
find legitimacy in data, in their creation and in their
processing. With the appropriate data ethics practices,
trust can be maintained and/or increased, which results
in an increase of the value of data.

As the data progress through the supply chain, one
can see the data lifecycle from one organization’s view-
points. Rancourt introduced a simple four-step descrip-
tion of such a lifecycle. Data are gathered, guarded,
grown and given [16]. These steps apply to researchers,
businesses and public sector organizations and ethical
dilemmas may occur during each step and throughout
the transition between steps. Considering each of these
steps, those responsible for data in the organization,
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along with all managers and analysts who will have any
involvement with data - need to be concerned with data
ethics.

2.3. Data ethics in practice: Towards a data ethics
framework

Since data can have impacts on every element of an
organization’s operations and many stakeholder groups,
data governance needs to be dealt with on various lev-
els, first and foremost at the legal compliance level.
For example, the European Union developed the most
comprehensive data protection regulation to date [17].
Canada has developed two versions of privacy legis-
lations: one to protect the privacy of individuals (The
Privacy Act) [18] and one to establish the rules to gov-
ern the collection use and disclosure of personal in-
formation (The Personal Information Protection and
Electronic Documents Act – PIPEDA) [19]. Such laws
are key to governance as can be argued: “the key to
sustainable data science may lie in institutional gover-
nance” [20].

Second, since often a country’s legal framework is
not sufficient to fully address the scope of data ethics
challenges, it needs to be complemented with an ethics
framework at the organization level, to ensure that an
organization’s operations address both the legal license
and the social license. Often, the legal license may not
provide for all that the social licence may call for, and
grey areas will point decision making related to data
to the realm of ethics [7]. Therefore, in this paper we
propose that data ethics be considered as an essential
element of organizations’ governance and operations,
while leveraging standardization tools to level the play-
ing field, create consistency, transparency and compa-
rability across organizations operating along the data
supply chain (see Fig. 1). Having a method for organi-
zations to describe, assess the quality, continuously im-
prove, and disclose their practices related to data ethics
is important. In both practices and the literature, we
identify a gap in the ability to measure and ensure con-
sistent data ethics practices. We propose a framework
that accounts for the necessary components an organi-
zation will need in order to ensure ethical data prac-
tices. Our proposed approach to data ethics aligns and
complements the work of other professional bodies who
published guidelines (e.g. American Statistical Associ-
ation’s Ethical Guidelines for Statistical Practice [21].
These measures include:

1. Integration of data ethics into the broader organi-
zational culture and ethics programmes;

2. Presence of a data ethics processes or manage-
ment system;

3. Existence of a governance structure to oversee the
processes and/or management system. It can be
in the form of a committee or an official body in
charge of ethical issues related to data;

4. Disclosure and transparency of how organiza-
tions make ethical decisions along the data supply
chain; and,

5. A standardized approach to demonstrating and
verifying ethical data practices.

The potential impact of such practices would be to
reduce information asymmetries and ultimately increase
trust, transparency, and accountability, while supporting
important pillars of democracy.

2.3.1. Organizational culture
Enabling and creating an organizational culture that

supports learning, discussion and debate about ethics,
and data ethics, is key to ensuring ethical handling of
data. It has long been argued that the organization’s cul-
ture is an essential component determining the perfor-
mance of an organization [22]. As such, organizational
culture may also be a limiting factor in an organization’s
strategy [23]. Organizational culture is also an enabler
for an organization to be accountable for its data [24].
Aligning organizational incentives and habits with best
practices that consider data ethics is a key foundation
of a resilient organization.

2.3.2. Data ethics processes/management system
Embedding data ethics across the organization and

ensuring the right questions are asked along the data
supply chain is key to ensuring that best practices are
disseminated systematically across an organization. De-
veloping and implementing a framework to guide deci-
sions and processes related to data ethics can provide a
consistent and systematic approach to addressing and
exploring ethical dilemmas as they arise within an or-
ganization. Such a framework can be tied to the vari-
ous data governance processes and practices, legal and
compliance as well as human resources. A holistic view
of an organization would be useful when developing
the framework due to the scope and opportunities for
ethical dilemmas and challenges related to data ethics.
The framework could provide employees with the tools,
mechanisms and training to use when they encounter
an ethical dilemma.

2.3.3. Governance
Governance of data ethics can be divided into two

parts. The first is internal governance of data ethics.
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Fig. 1. Framework for enabling data ethics in organizations – responsive organizations.

Such a function includes internal oversight, coordina-
tion and a centre of expertise and leadership related to
data ethics, and oversees the internal implementation of
processes and systems related to data ethics. The sec-
ond function is related to the overarching governance of
the organization by its governing body. Such a function
and its responsibilities in relations to data ethics are
described in ISO 37000:2021 Governance of Organi-
zations which addresses data and decision making as
a key element to be considered by governing bodies
of organizations. Moreover, the standard specifically
states that “the governing body should, in particular,
ensure that the organization recognizes data as a strate-
gic resource and ensures that the organization uses data
responsibly and ethically.” [25].

2.3.4. Disclosure and transparency
While disclosure is not sufficient in driving ethi-

cal behaviour in organizations, it has been promoted
as a tool that could drive more transparency and in-
crease knowledge of non-financial aspects of an or-
ganization. Since data are considered to be a signifi-
cant strategic asset for organizations, risks or liabili-
ties related to this asset must be considered in the vari-
ous financial and non-financial disclosures or other re-
porting tools used by companies. Furthermore, legal
statutes may actually require organizations to disclose
and report on data breaches. For example, in Canada,
the Personal Information Protection and Electronic
Documents Act (PIPEDA) [19] requires an organization

to report “any breaches of security safeguards involving
personal information that pose a real risk of signifi-
cant harm to individuals”. Since the reporting became
mandatory in 2019, the number of reports has increased
by six-fold compared to the previous year [26].

In the area of Environmental, Social, and Governance
(ESG) disclosure, organizations are often required to
disclosure information about privacy data breaches, cy-
berattacks, as a way to signal investors of material im-
pacts on the organization’s financial performance. How-
ever, ethical dilemmas related to data may occur in con-
texts other than privacy or cyberattacks and may have
implications that go beyond material financial perfor-
mance. Hence, there is value in disclosure and trans-
parency in relation to the full realm of data and its gov-
ernance with a particulate attention to data ethics.

2.3.5. Standards and conformity assessments
Standardization tools, which include standards and

conformity assessment, could be useful as a way to
capture and embed best practices of systems and pro-
cesses related to data ethics in organizations. Standards
are documents developed by a group of experts that
codify and diffuse knowledge and best practices within
and across industries [27]. Conformity assessment is
a process that provides the assurance that the require-
ments set in a standard have been met. Standardiza-
tion enables organizations to communicate and provide
greater transparency about their practices, in our case
data ethics.
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Fig. 2. Interplay between standards and ethics.

In the ICT ecosystem there are a wide variety of or-
ganizations developing standards, including public in-
stitutions (e.g. National Statistical Offices), consortia
(IEEE), International Standards Organizations (ISO,
IEC, and ITU), National Standard Development Or-
ganizations [e.g. BSI, Deutsches Institut für Normung
(DIN), CSA]. These organizations differ in their reach,
connection to regulators and markets, mandate, process,
and accountability of the standard development process.
There are already standards in place that capture best
practices related to data governance, and such standards
might be a natural place to discuss data ethics. How-
ever, due to the broad scope of data ethics and impli-
cations for organizations, capturing of best practices
may require additional standards that go beyond the
governance of data. For example, in the areas of gover-
nance of organizations or how to manage data ethics in
organizations.

Another useful feature of standards, particularly na-
tional standards or International Standards,1 is their
continual revision and update. This creates an important
feedback loop over time between ethics and the stan-
dards (see Fig. 2). Just like the continuous evolution
of technologies, ethics could evolve over time. Some
things that are considered ethically acceptable today
may not be so in the future and new questions may need
to be asked to cover such evolution. As new norms and
ethical practices are becoming mainstream in society,
there might be a need to adapt and evolve the associated

1International Standards are standards that are published by the
following organizations: ISO, IEC, ITU.

standardization tools. These changes can impact the
frameworks, processes, and organizational culture of
organizations. Any standard that is developed to inform
ethical practices will reflect the ethical approach of the
present. Therefore, the continual revision, reflection,
and improvement of both the standards and their imple-
mentation allows standards to evolve and adjust to the
evolution of new ethics, norms, and cultures.

Depending on the evolution of the standardization
of data ethics frameworks, continuous improvement
can fall in the national or international realm. It can
also develop in private consortia-led standard devel-
opment organizations or various parts of the national
and international standardization system that support
the corresponding quality infrastructure. At a system
level, for example, a data ethics framework tailored to
an organization, such as the one developed at Statistics
Canada and described in Section 3, can become a seed
document and developed into a National Standards of
Canada or an International Standard. If such rout were
taken, the document would become part of the national
or international voluntary standardization system. The
benefits of creating a national or international standards
on data ethics means that the practices of data ethics
would be updated at a minimum every 5 years by a com-
mittee of diverse and balanced stakeholders by consen-
sus. At the organizational level, standardized approach
to data ethics could embed a requirement to continu-
ously evaluate the organizational data ethics practices.
The benefits of such an approach are, first, the link-
ages to potential accredited conformity assessment to
verify practices within organizations, where accredited
third-party certification would provide the highest level
of trust. Second, the connection to a broad set of other
standards across sectors, which can create coherence
and interoperability.

Presently, standardization tools in the realm of data
ethics are rapidly evolving and are gaining momentum.
Currently there is a number of documents and standards
published by the international standards community
that deal with ethics. For example, at the international
level, the International Organization for Standardiza-
tion (ISO) and International Electrotechnical Commis-
sion (IEC) have been developing various International
Standards that currently address, or could address in the
future, data ethics. They include the following:

– ISO 37000:2021 Governance of organizations –
Guidance – this standard “lays the foundation for
the fulfilment of the purpose of the organization in
an ethical, effective and responsible manner in line
with stakeholder expectations.” [25]. The standard
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also includes a section with guidance related to
data and decision making by the governing body
to ensure effective performance, responsible stew-
ardship and ethical behaviour.

– ISO/IEC 38507 Information technology – Gov-
ernance of IT – Governance implications of the
use of artificial intelligence by organizations (cur-
rently under development at time of submission) –
will address key considerations for governing the
use of AI.

– ISO/IEC TR 24028:2020 Information technol-
ogy – Artificial intelligence – Overview of trust-
worthiness in artificial intelligence – A techni-
cal report designed to support trust in AI systems
through a variety of methods.

– ISO/IEC TR 24027 Information technology – Ar-
tificial Intelligence (AI) – Bias in AI systems and
AI aided decision making – a technical report to
support organizations in addressing bias in AI sys-
tems.

– ISO/TS 17033:2019 Ethical claims and supporting
information – Principles and requirements – this
standard lays out the “principles and requirements
for developing and declaring ethical claims and for
providing supporting information. It is intended
for use by all types of organizations and is applica-
ble to all types of ethical claims relating to a prod-
uct, process, service or organization.” [28] helps
organizations to substantiate their claims related
to ethics.

– ISO 22222:2005 Personal financial planning – Re-
quirements for personal financial planners – this
standard includes a Section 5 that lays down the
ethical principles financial planners are ought to
follow [29].

Other international organizations such as IEEE have
also developed comprehensive documents to help or-
ganizations address the ethical dilemmas arising from
emerging technologies, where data is at their core [30].
In Canada, a national standard, CAN/CIOSC 101:2019
Ethical design and use of automated decision systems
was published in 2019 [31].

These standards are illustrative examples to help
imagine the possibilities that a set of standards in data
ethics could contain. For example, ISO/TS 17033:2019
Ethical claims and supporting information – Principles
and requirements, could be used to verify the reliability
of organizations who are claiming to treat data ethi-
cally. ISO 22222:2005 Personal financial planning –
Requirements for personal financial planners, could
serve as an inspiration to develop a set of ethical prin-

ciples to be followed by the data science professions or
more broadly by those who work with data along the
data value chain. Since many employees are working
along the data value chain, data ethics has vast implica-
tions on how organizations work and are not reserved
to those handling data directly. Therefore, an interna-
tionally recognized set of principles, that crosses dis-
ciplines, might be a way to further embed the desired
behaviours in organizational cultures, and a way for
organizations to communicate about what data ethics
mean. A first steps was taken with the publishing of ISO
37000:2021 Governance of organizations – Guidance’s
section on Data and Decisions. However, there is a stan-
dardization gap in how to manage and integrate data
ethics across the organization. The integration of data
ethics into existing or future management system-type
of standards will provide the overarching guidance and
mechanism to ensure continual improvement is inte-
grated into organizations’ management of data ethics,
that data ethics is done consistently in a verifiable way
across organizations and industries.

3. Use case: Data ethics in official statistics – the
case of Statistics Canada

The use case of Statistics Canada provides an exam-
ple of an organization, whose mission is to “provide
trusted data, statistical services and insights required to
support decisions, while continuing to build and main-
tain the trust of Canadians,” [32] and who governs and
manages its data ethics practices in a systematic manner.
While many organizations around the world manage
data, national statistical agencies are a fundamental part
of democratic institutions. The data entrusted in them
requires them to abide by the highest ethical standards
and operate in the public interest. With technological
advances along the data supply chain, statistical agen-
cies have been exploring ways to provide more timely
and relevant data to support policy, decision making
and mostly the public good. In looking for new ways to
deliver on its mission, Statistics Canada has developed
unique capabilities in integrating data ethics throughout
its operations. This experience is shared in this section.

3.1. Statistical context

National statistical organizations produce informa-
tion for society as a public good. In doing so, data ethics
has always been a concern, however, it has not been
an explicit concern (perhaps except for some health
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programs that have involved taking direct measures on
people’s bodies). For example, confidentiality protec-
tion and data security have been strong foundational
principles of statistical systems. Similarly, the concept
of bias and efforts towards its avoidance have guided
much of the activities to produce sound statistics. This
work to avoid statistical bias has the consequence of di-
rectly contributing to producing representative statistics
which enable in turn decision-makers to avoid favoring
and disfavoring population groups. These concepts of
confidentiality, security and bias avoidance are related
to ethical issues and it is in that sense data ethics has
been implicitly taken into account by national statistical
organizations. For example, the United Nations have
adopted fundamental principles to guide the work of
National Statistical Offices (NSOs) [33] where there
is very little reference to ethics but where many of the
elements are actually ethical dimensions.

With the advent of new data needs, new questions
and new data available, new issues have surfaced. It is
no longer desirable nor possible to only implicitly deal
with data ethics. At Statistics Canada, modernization
of activities has shown that data ethics now needs to be
organized explicitly, systematically, and considered in
all steps of the data lifecycle.

3.1.1. Organizational culture
Thanks to clear senior management support, the data

ethics activities introduced within Statistics Canada
have benefited from a solid anchoring point. As with
most organizations, some reticence was expressed early
on in various parts of the organization, but with a con-
stant and renewed message from the top that data ethics
is important, the idea was gradually incorporated into
normal activities across the organization. In particular,
data ethics reviews through a Necessity and Propor-
tionality Framework (NPF) were made mandatory for
all new data gathering activities and were embedded
into existing processes through simple tools. To support
staff, a number of data ethics courses were prepared and
offered to employees by a university ethics/philosophy
professor and supported by a dedicated internal team.

Data ethics has led to clear benefits for the organi-
zation, but more importantly for Canadians. Using the
model presented in Section 2, a number of benefits can
be identified. Firstly, the implementation of the NPF has
strengthened the corporate ethics culture. Nowadays,
managers identify much more often topics that merit
more in-depth ethical reviews and are more effective
at providing explanations and justifications for their
projects. The framework has also contributed to foster

a service mindset that is more centered on Canadians.
This has materialized and can be seen by the more com-
plete and systematic considerations of potential impacts
of data decisions.

The data ethics framework and processes that were
put in place have contributed to making new and re-
designed projects ethically sound by design. This is
due to a more explicit and systematic implementation
of data ethics that includes a clearer sense of data ac-
countability. Also, the mechanism is in continuous state
of improvement to be in line with current data ethics
practices and attuned to the context.

3.1.2. Data ethics processes/management system
In 2019, Statistics Canada developed and imple-

mented a NPF initially to make privacy protection of
data gathering more systematic and integrated within
statistical processes [34]. The NPF serves an inter-
nal standard which outlines the process by which data
ethics are implemented and managed. It serves as the
backbone management system to ensure all data op-
erations across the statistical agency consider the eth-
ical aspects involved, that issues are appropriately el-
evated, and dilemmas are discussed from the onset of
any project. To concretely illustrate the type of issues
raised, the following are examples of questions raised
as part of the ethical reviews:

– What is the public benefit for gathering theses
data?

– How is the project linked to the identified need?
– Which specific information is needed?
– What level of precision is needed?
– How transparent will the project managers be?
– How is confidentiality protected?
– What are the efforts made to ensure fairness and

prevent harm?
– Are there alternative approaches?
The NPF implemented at Statistics Canada has

evolved into one that is solidly anchored in the scientific
approach and that explicitly includes ethical reviews.
This constitutes a means to ensure that data ethics is
considered in all phases of the data lifecycle. Data ac-
quisitions contemplated by program managers are as-
sessed to identify ethical considerations which are then
provided to managers for them to take into account.
This process acts both as a checkpoint before processes
are further advanced but also (and perhaps more so)
as a culture enabling process that increases data ethics
awareness and supports ethical actions among managers
and employees. The NPF is also fully imbedded into
the corporate data acquisition process.
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Data ethics goes beyond the process of gathering
data. For example, when there is a need to link two
files for a purpose that is different from that for which
data were obtained in the first place, then this raises a
number of issues and the NPF is applied. In the case of
modeling and using machine learning techniques and
various forms of algorithms that can be categorized as
artificial intelligence, Statistics Canada has equipped
itself with a directive on responsible use of machine
learning. Further, in terms of avoiding possible biases,
quality guidelines have been in place for many decades.
More generally, a quality assurance framework is in
place and under review to account for the modern data
context.

3.1.3. Governance
To support data ethics activities, a well-established

process and data ethics decision structure is now in
place with internal and external data ethics committees
supported by a very active secretariat. To this end, a cor-
porate (internal) data ethics committee was set-up and
is supported by an ethics secretariat staffed by experts
in ethics/philosophy. The data ethics activities are led
by a senior manager with a title of Principal Data Ethics
and Scientific Integrity Officer who reports in this ca-
pacity to the Chief Statistician of Canada. This officer
is responsible for all data ethics reviews and is responsi-
ble for critical review of projects, which includes com-
menting, questioning, enforcing amendments and in
some cases preventing projects from going forward in
case of ethical challenges that cannot be resolved. Fur-
ther, Statistics Canada is advised by an external body,
the Advisory Council on Ethics and Modernization of
Micro-data Access who has, as part of its mandate, to
provide advice in the matters of privacy and data ethics.

3.1.4. Disclosure and transparency
National Statistical Organizations such as Statistics

Canada are very well equipped with strong legal instru-
ments to ensure the confidentiality of data for which
they exercise stewardship. The Canadian Statistics Act
has explicit provisions related to the protection of con-
fidentiality. In terms of practice, this goes beyond the
legal aspect as it has become a hallmark of all employ-
ees to be profoundly interested and active in protect-
ing confidentiality. As a result, disclosure of statistics
and information in general is subject to rigorous atten-
tion in terms of quality but also fairness, and privacy
principles.

In terms of transparency, a trust center was cre-
ated and is visible to the public on Statistics Canada’s

website. The trust center contains information on all
administrative data acquisitions that Statistics Canada
has made and is planning to make. Further the web site
provides information on how the data will be used. Fur-
thermore, in terms of transparency, all projects plan-
ning to gather data in one way or another (surveys, ad-
ministrative data, other data sources) must prepare a
Privacy Impact Assessment (PIA). The NPF has been
embedded into the PIAs and therefore, all data ethics
considerations are impacting the PIAs which are made
available to the Office of the Privacy Commissioner
of Canada. Finally, transparency is further advocated
by means of a policy on informing users of data qual-
ity and methodology. With the efforts that have been
deployed to make transparency a more pro-active and
explicit activity, Canadians are kept well informed of
data developments taking place at Statistics Canada.

3.1.5. Standards and conformity assessments
Currently, Statistics Canada’s NPF is an internal

standard and practice that has turned to provide great
value within the institution. In order to elevate and in-
crease the impact of this approach, codifying Statis-
tics Canada’s NPF standard into a National Standard
of Canada could provide great value to Canadians and
other organizations who confront data ethics challenges
in their operations. Mobilizing the knowledge and best
practices through the standardization system could fa-
cilitate accredited conformity assessment and provide
the tools to ensure that data are treated ethically across
organizations and that organizations have the right sys-
tems, governance and culture to respond to the evolving
ethical considerations around data.

4. Implementing data ethics across sectors

The implementation of a data ethics framework, cul-
ture, and governance can differ, depending on the type
of organization. The incentives to comply or use the pro-
posed approach might be different across organizations.
One could think about the difference between a public
institution whose goal is to serve the public good and a
for-profit enterprise. While their incentives may differ,
there is an increased pressure on private enterprises to
“do more for the good of society” [35, p. 6] and en-
sure its operations generate sustainable long-term value
for its shareholders. Given the increased scrutiny, so-
cial and political pressures, not only public institutions
are required to consider ethics, but also more broadly
any enterprise dealing with data along the data supply
chain [35].
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How might we create system-wide incentives to en-
sure organizations incorporate data ethics into their gov-
ernance and day-to-day operations? First, there could
be a legal obligation (however, currently, this is not
the case, except for the area of privacy). Second, there
might be a set of desired ethical behaviors that go be-
yond those required by law. Below is a list of a few
ideas for further exploration.

Standardization tools can help create agreed-upon
frameworks, systems, and processes that govern data
and ensure ethical considerations are an integral part
of data governance along the data supply chain. Such
tools can be used on a voluntary basis or be adopted
by regulators and become a mandatory requirement.
Implementation of standardization tools along with dis-
closure can assist organizations to become more ac-
countable and systematic in how dilemmas related to
data ethics are handled.

In the public sphere, one can consider the Canadian
federal government as an example. There are various
places where data ethics are considered. For example,
a Scientific Integrity Policy was developed to provide
a policy model that is to be applied by Deputy Heads
across the government “for the management of research,
science and related activities in their organization” [36]
This policy could serve as a constructive example of
how ethics can be considered across the public sector.
To ensure that data ethics be considered across depart-
ments and agencies, there would be value in consider-
ing a systematic approach to data ethics, such as the
proposed framework as part of the centralized agencies
management frameworks. This would allow a consis-
tent and decentralized dissemination approach to data
ethics across departments.

In the private sphere, the implementation of data
ethics operates not only within organizations, but also
between organizations, and between organizations and
their various stakeholders. Non-financial disclosure
frameworks, if/when adopted, could become useful
benchmarking mechanisms to incentivize companies to
comply with data ethics standards. For instance, compa-
nies often disclose ESG information to demonstrate to
investors and other stakeholders their performance on
environmental, social, and governance issues. As data
become a key asset, issues around data ethics should be
disclosed.

Currently, ESG disclosure and reporting tools such as
indices [37], standards [38]; [39] and frameworks [40]
explicitly require the disclosure of practices related to
data security and data privacy. However, there is no
explicit consideration of data ethics or data governance

as indicators in those tools. Presumably, data ethics
could be disclosed in a catch all categories under gov-
ernance, business ethics, and/or issue identification that
can be found in various ESG tools [40]. The lack of
explicit consideration, could lead to overlooking such
challenges and lead to reporting inconsistencies across
organizations. Since data are becoming increasingly
more central to an organization’s operations, gover-
nance, reputation and long-term competitiveness [2],
there is a need to consider a more explicit approach
to the disclosure of practices related to data ethics and
data governance in ESG metrics and associated rating
instruments. Since 2021, the space of ESG disclosure
and reporting has been evolving rapidly. As the field is
shaping, there is an opportunity to ensure that disclo-
sure and reporting align with performance, including in
the area of data ethics.

Disclosure is not sufficient. If such a system of incen-
tives is to be complete, there is a need to create a link
between the disclosure standards and framework, and
the actual implementation of data ethics within orga-
nizations. Acting as the glue for such activities are the
standardization tools proposed in this paper. Standard-
ization tools can create the link between disclosure and
actual operations. Data ethics standards will provide the
guidance on how to integrate data ethics in systems and
processes, they can also outline ethical principles for
professionals working with data. Such standards can
then be accompanied by certification programs, to pro-
vide assurance that organizations indeed are following
the best practices as related to data ethics.

Integrating data ethics framework with culture, gov-
ernance and complementing those by disclosure and
standards as well as conformity assessments can be
beneficial on several levels and to several stakeholder
groups involved. For examples, consumers of data will
be able to identify and trust data they use or purchase
from organizations that get certified to a data ethics
standard or a set of standards. Second, once verified,
claims about ethical use of data can be easily commu-
nicated and added to ESG types of indices and serve
as a signal to investors. Third, companies involved in
the collection and production of data will be able to
signal investors and consumers of their efforts to ensure
ethical data practices along the data supply chain. This
can result in building trust and reducing reputational
risks. Fourth, regulators may choose to reference such
standards or certification requirements as those align
with policy objectives and legal requirements. Princi-
ples of data ethics could also be integrated with quality
management systems, which could then have an impact
on organizational processes, habits, and culture.
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Finally, organizations could benefit from a common
language around data ethics, a system to manage and
improve data ethics practices. Standardization tools can
be used to help organizations ensure they have the right
framework, systems, and processes in place to allow
for trustworthy decision-making related to data ethics,
while ensuring a systematic execution of those frame-
work, systems and processes.

5. Conclusions

Since data ethics is increasingly playing an important
role in organizations, leaders need to consider the ways
in which they develop their organizational culture and
systems that support an open dialogue and debate about
data ethics with an action mechanism to resolve ethi-
cal dilemmas. To this end, we have proposed a general
framework to support and guide the implementation
of data ethics both in the private and public sectors.
The example of Statistics Canada and the context of
standards have illustrated the potential and real benefits
that a well-established set of data ethics principles, ap-
proaches and tools can bring to an organization. Such a
structure, once in place, can lead to increased trust for
those who adopt data ethics policies and frameworks.
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