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Abstract. In the recent decade, many technological innovations have increasingly been incorporated into smart city architectures.
Our modern and rushing lifestyle implies at least one fitness tracker or wearable device in most households. Usually, devices
are equipped with a set of biosensors, thus producing valuable time series that can be used to track selected areas. The use of
bio-sensory time series is not limited to private purposes; data can also be used to improve services in our everyday life. The data
generated by bio-sensory devices primarily infiltrate into smart home solutions. However, comprehensive smart home solutions
also allow improvements for smart city solutions. The critical factor is the consecutive change in the subject technologies that
form the smart city and smart home architectures, including the sensitivity aspects of data originating from confidential sources.
Vendors must keep up with this continuous change and release newer and newer solutions, but information systems like HIS
(Hospital Information System) or DSS (Decision Support Systems) are not following up at the same speed. This research will
demonstrate developments that can make the services of smart ecosystems more valuable by using data collection and analyzing
services based on bio-sensory data. Based on the presented research results, smart ecosystems can act considerably more effec-
tively during an epidemic or a pandemic. The research paper focuses on how bio-sensory time series data can be collected and
used, how the data can be integrated into smart ecosystems, and how it can be integrated into smart healthcare solutions.
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1. Introduction

Recent research is dealing increasingly with the general-purpose use of sensor data, which is meant to make
everyday life easier for ordinary people. The idea of modern smart cities equipped with artificial intelligence and
sensors is becoming progressively popular, and projects dealing with this topic are evolving more and more widely
in practice as well. The biggest actual challenge of smart cities supported by sensors is how to efficiently deliver
huge amounts of data produced by the sensors to the place of processing and how to build and maintain so many
active connections for physical devices. Nowadays, most countries are launching their own 5G networks, with which
many more devices can be connected to the network compared to before, giving room for the spread of sensor-based
solutions, which seems to solve one of the main problems of sensor-based smart cities [20].

With technology evolution, cities will become more and more complex. In every improving city, digital services
play an increasingly important role in all areas of life. Related to this paper’s topic, eHealth services have also
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improved a lot in the past. With the introduction of mobile networks, people have the opportunity to ask for help
without having to meet the parties like doctors or administration staff. Monitoring devices are used in healthcare
that sends lots of collected data directly to the healthcare system via networks. The current level of technological
development makes it possible to connect areas of life that were not possible until now or only with great difficulty.
The systems connected in this way can support each other’s operation with data and services from external sources.

2. Smart ecosystems

Not just cities are evolving into more complex integrated systems, but modern buildings are participating in this
transformation. Houses equipped with many sensors can serve as a base for certain well-care applications. With
the support of sensors, we could collect (and further analyze) data that can describe interesting aspects of how
individuals live. A modern home builds infrastructure not only for its operation but also for other comfort services
as well. These interfaces also could offer or connect public interfaces, supporting (easily) integration into other
environments operating on a similar principle [11]. When a connection is established between two smart home
systems, their operations create lots of data that can support the operation of smart cities, like the publish/subscribe
architectural pattern where clients use value-added services by the system, which is driven by the data originating
from the clients themselves. Translating this to the smart cities and smart homes’ level of services could result in a
convenient environment for residents. On the other side, the residents of the smart homes will supply their data to
make the city’s services more efficient [10,27].

2.1. Smart home solutions

A smart home is a complex (computer) system that can sense its environment and internal conditions with the
help of sensors and is able to control various (electrical) systems of the house in order to work as efficiently as
possible. A smart home could coordinate all of these technical solutions in the house. This could be, e.g., cooling
and heating systems, shading, garage doors, security equipment, household appliances, and lots more. This works
with the help of integrated electronics and sensors embedded in the devices. The sensors and the subsystems are
connected in a system and can be controlled from anywhere with the help of the Internet and a smart device, for
example, a smartphone.

In addition to being comfortable and practical, it can also be energy-saving. A smart home can detect the state
of the house’s devices and harmonize the environment and their entire operation. It should no longer happen that
the room you don’t even use is the warmest or that you have to come home to a cold apartment. In addition to
the operation of the building, there is a lot of raw data produced by the residents within the smart homes. Smart
homes can access this data, as many [oT devices in their area share their sensor data with their environments. One
good example could be a monitoring service for PM2.5 air pollution in a city to create forecasts in an hourly or
daily manner to support ventilation [1]. If bio-sensory devices are also available among the sensory tools, the raw
measurement data can also be used for health purposes. Smart home solutions can extend the raw measurement
bio-sensory data with other metadata, e.g. current temperature or air pressure, as well [14].

2.2. Extended smart city solutions

A smart city is a settlement or group of settlements that develops its natural and built environment, digital in-
frastructure, as well as the quality and economic efficiency of the services available in its area, using modern and
innovative information technologies, sustainably, with increased involvement of its residents.

Today, smart cities and smart homes are still mostly separate facilities; they do not communicate with each other
or only just a little bit. Both facilities do not require the other to function. However, if we consider smart homes as a
data source or subsystem of smart cities that are unnecessary for operational functioning, then the two facilities can
complement each other.

In addition to the many advantages of connecting facilities, the most important aspect from the point of view of
this research is the ongoing development of health services. The bio-sensor data transmitted by smart homes to smart
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cities can be delivered to the city’s smart healthcare facilities [2]. If the raw measurement data reaches the health
care system, the quality of the service can be significantly increased through the use of the data [8]. Many types
of bio-sensor data can be used during medical examinations or even for remote monitoring of patients. Historical
bio-sensory data of this type can also help in one of today’s extremely important struggles. Namely, in monitoring
pandemics, the early detection and isolation of cases, and the easier detection of contacts [9].

3. Smart ecosystems against pandemic disease

Several studies deal with the topic of the COVID-19 epidemic. Many of them seek the answer to the possibility
of early detection [5,21]. It is very promising that the COVID-19 infection can be predicted with great confidence
even before symptoms appear [13]. The search for contacts is greatly simplified if location data is available in a
smart ecosystem. The quarantine can also be ordered largely more confidently.

Answering questions that arise during a pandemic can be easier in a properly designed smart ecosystem. With the
help of raw measurement data, cases became easier to recognize [24]. Of course, these data are sensitive personal
data. Their protection is extremely important; data management contracts and information sheets cannot be avoided
either. This research does not intend to deal with this area in depth; it focuses on using the data.

Naturally, applied data is not exclusively produced in smart homes only; it is necessary to think in terms of a smart
ecosystem. People are at home, at work, on public transport, or on the street. For the data to be sufficiently detailed,
it is very practical to use data generated by activity monitoring devices, which are increasingly common today [7].
Most activity monitoring devices can perform several types of measurements. They track the heart rate and the
number of steps; some could add GPS coordinates to the measurement data. Supplementing the raw measurement
data with other data makes the measurement much more usable, which is usually interpreted as a number. Still, the
measurement result can be interpreted in context when supplemented with other data [3].

3.1. Med-i-hub system

The collection and interpretation of sensor data are not easy; in most cases, the interpretation of the data is ex-
tremely resource-demanding. Such specific processes do not fit specifically into the operational structure of smart
cities or smart homes. These systems cannot be expected to incorporate this kind of domain knowledge into their
everyday operation. However, data accessibility is the easiest to implement for these systems. It is, therefore, logical
to extend these systems so that they communicate via a predefined interface and forward the data to other sys-
tems, where they can interpret the measurement and the context of the measurement. The research group created a
prototype system based on the hub operating principle, which was named Med-i-hub.

Med-i-hub is a public cloud-based, scalable, partially localizable system working with biosensor data. It facilitates
the integration of everyday activity monitoring and portable biosensor devices into traditional healthcare IT systems.
It removes the burden of device integration from the developers of other systems and supports the integration of
devices and external systems through well-defined interfaces. The most basic function of the Med-i-hub system is
to collect and transmit measurement data to external systems. Still, the system analyzes and classifies the data to
help integrated systems interpret and use the data. Figure 1 illustrates the reference architecture of the Med-i-hub
infrastructure. Med-i-hub is not only an individual system but an extension framework for smart solutions, e.g.,
smart cities and smart homes.

The Med-i-hub system receives data via an open programming interface. It cleans the received data, supplies it
with the appropriate descriptive data, and in addition to storing it, forwards it to the integrated external systems. From
the system’s point of view, the most important step is classifying the data and filtering errors so that the integrated
systems can interpret the received measurement data with the appropriate information. Handling and processing
large amounts of incoming data requires using solutions that provide the most accurate classification possible with
as few resources as possible [18,19]. That is why the system works with a multi-layered architecture and applies
classification algorithms that do not cause an unnecessarily high load. Figure 2 shows the layered architecture of the
Med-i-hub system.
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Fig. 2. Reference architecture of Med-i-hub system.

The architecture can be divided into two loosely connected layers: the sensor and service layers. Sensor data is
received and classified in the sensor layer. The layered architecture means the data is first sent to a technologically
optimized layer to process large amounts of data in almost real time. In this layer, the data is stored in a memory
database until it is transferred to permanent storage. The sensor layer is particularly optimal because the context of
measurement data is important, so knowledge of previous measurement results. If this had to be extracted from a
relational database, it would greatly impair processing efficiency. The sensor layer operates with a memory-based
database. Memory-based databases do not work on the hard disk but persist the content directly in memory. Data
can be accessed orders of magnitude faster from the memory than from the hard drive, and this type of database is
built on this [17]. The data is accessed from the memory, and processing requires computing power. When scaling
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this layer, we can therefore speak of memory-intensive scaling. In order to be able to keep the memory usage of the
sensor layer under control, the measurement data must be placed in permanent storage at specific intervals. That is
why the sensor layer transfers older measurements to the service layer at pre-configured intervals. The two layers are
therefore interconnected. The sensor layer passes the cleaned and transformed measurement results to the service
layer, and the service layer requests information according to the incoming requests in order to generate the answer.

In addition to the sensor layer, the architecture has a service layer whose task is to serve web requests in the
classical sense over the Internet. This layer can also be scaled horizontally depending on the load. The task of the
service layer is to maintain contact with the integrated systems and to serve the data requests of the external systems
and users. The following logical services are located in this layer:

— Analytical services: operates with the data collected by the sensor layer and supports various analyses.

— Monitoring services: interprets and analyzes the data collected by the sensor layer. This service enables the
operation of various notifications and warnings.

— Data visualization services: displays the data collected by the sensor layer via a web user interface.

Both layers are able to format the messages used during communication according to several standards. When
placing the call, the integrated system must indicate which standard-formatted messages are suitable for which
system.

3.1.1. Clients of the architecture

The Med-i-hub system is a prototype system. The research group created this system with the aim of easily
integrating the data generated by wearable devices, which are increasingly common nowadays, into healthcare
systems and services. The Med-i-hub system is a proxy system with several predefined processes, filtering methods,
and data analysis services. For the system to work with health data in proxy mode, it is necessary to have well-
defined interfaces through which it communicates with its environment. Communication with the system can be
implemented in a number of ways. The system provides well-defined programming interfaces (API) and can also
receive data via HTTP sockets.

Thinking in terms of a smart ecosystem, the Med-i-hub system can act as a proxy between the data owners of
wearable devices and healthcare institutions and services. In this sense, the proxy system acts as both a consumer
and a producer. It receives the raw measurement data from the entities that produce it and forwards it according to
a predefined set of rules. During communication, the format of the messages is dynamic. Data is mostly sent and
received using a REST API, but in the case of time series, it is recommended to use a pre-built HTTP socket. With
the help of the socket, the transfer of a large amount of measurement data that is constantly generated is much more
efficient than using the REST API, but this data transfer method is sensitive to network errors.

Early smart home systems were limited to controlling heating, lighting, and shutter systems. However, as a result
of the development in this area, modern smart home systems can now be extended in a plug-and-play manner. Most
systems can be extended not only with hardware but also with software. The connection to the Med-i-hub system can
be implemented in several ways, as detailed above, so there are several options for extending smart home systems.
The most obvious expansion option is the integration of a custom software module into the smart home ecosystem,
which collects data within the scope of the building using a hardware component of the smart home ecosystem (e.g.,
Bluetooth or WiFi) and then transmits the collected data over the network to the Med-i-hub system.

Data from portable devices is published in many formats by device manufacturers. To ease the development
difficulty posed by the variety between formats, the research group created an application called Smart Personal
Assistant, which is a mobile application (Fig. 3). Installing this application near the mobile device allows the raw
measurement data to be continuously collected. The application transmits the collected data to the Med-i-hub system
using the module built into the smart home. The Smart Personal Assistant application can access the calendar entries,
so the raw measurement data can be evaluated even more accurately, knowing the measurement environment. For
example, in the case of a sports calendar entry, abnormal heart rate data can be considered normal. With the help of
the module built into the smart home, additional data can be added to the raw measurement data, such as temperature
and humidity at the measurement location. The module can collect this data through the other smart home modules
and connect it to the measurement.
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3.1.2. Performance of the architecture

As a proxy system, the components of the Med-i-hub system must be sized so that the throughput of the system
is not significantly reduced, even in the case of a large amount of data. If raw measurement data and its environment
can be represented with 128 bytes of data and the server has a 10 Gbps (bits per second) data connection, which
can be considered common on an industrial scale, then the throughput of the system can be easily calculated.
Other elements used during network communication, such as the HTTP request header, are now omitted from the
calculation. The data format with 128 bytes should consist of the following parts:

User id: 32 bytes

Raw measurement data: 2 bytes
GPS coordinates: 8 bytes
Temperature: 2 bytes

Humidity: 8 bytes

Age: 2 bytes

Weight: 4 bytes

Body temperature: 4 bytes
Calendar event enum: 32 bytes
Reserved for future use: 34 bytes

For the sake of simplicity, all incoming data is forwarded exactly to one integrated system. A 10 Gbps data
connection has a performance of 1.25 GBps (gigabyte per second). This means that in theory, 1.25 GB (gigabyte) of
data can be transferred over the network per second. Of course, this raw number is theoretical; it is not guaranteed
that this nominal power will always be available. Staying with the example, the given network’s throughput is
10,485,760. This is the number of raw measurement data that can be transmitted in one second. If we transmit
all measurement data to an integrated system, the received data can be half of this number so that the system can
process and transmit 5,242,880 data per second. The other components of the system must therefore be sized and
made scalable in such a way that they can process this amount of data. The prototype system works in the following
virtual environment:

- 8 vCPUs
— 16 GB of virtual memory
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— 8192 GB storage space (SSD), 6400/550 IOPS/MBps, with 8 physical disks in the background

— 1 Gbps network interface

— Intel® Xeon® 8171M 2.1 GHz (Skylake), Intel® Xeon® E5-2673 v4 2.3 GHz (Broadwell) or Intel® Xeon®
ES5-2673 v3 2.4 GHz (Haswell) processor, Intel Turbo Boost Technology 2.0 with support

With the virtual machine detailed above, the prototype system was able to receive and transmit nearly 500,000
raw measurement data. The bottleneck was not the network but the overwork of virtualization and the undersized
system components such as processor cores. The system can be scaled horizontally, and the throughput of the system
can be significantly increased by involving additional virtual machines.

3.2. Standards for data interchange

There are several standards in the field of healthcare. Some of these standards are widely used. One such com-
monly used standard is Health Level 7 (HL7). HL7 is a widely used international standard for exchanging health data
and data describing electronic patient records. The name of the standard refers to the seven layers of the well-known
OSI model. In the definition of HL7, the topmost layer, i.e. the seventh layer, is the application layer responsible
for the exchange of health data, which regulates how systems can interpret the electronic data sent or received. The
HL7 standard is the result of a private project run by the Health Level Seven consortium. The consortium is also an
organization recognized by the American National Standards Institute (ANSI). The initial objective of the standard
was to lay the foundations of a widely accepted health standard. At the time of research, the most common version
is v2, but the v3 version has already been finalized and released. The HL7 v3 standard is backward compatible and
supports the terms defined in v2. The v3 version includes some important changes that can help spread the standard.
The message format of v2 was a proprietary text solution [6]. This made understanding and development difficult,
which hindered the spread of the standard. In the v3 version, data is already exchanged with XML format messages.
However, the widespread adoption of the new version is hampered by the fact that healthcare systems usually change
slowly. These types of systems adapt to changes much more slowly than other types of systems, and the transition
to newer standards and technologies is also costly.

The HL7 standard uses the Systematized Nomenclature of MEDicine (SNOMED) categorization system.
SNOMED is one of the most complete medical coding systems that allows detailed medical descriptions of pa-
tients. It is based on the Systematized Nomenclature of Pathology (SNOP), created in the 1960s, which was origi-
nally designed to represent pathological concepts in a multidimensional system [4]. Fast Healthcare Interoperability
Resources (FHIR) is another popular standard in healthcare that builds on the HL7 standard. FHIR uses the data
format of the HL7 standard, but it is much more modern than HL7 and easier to use. FHIR enables the use of modern
web technologies such as Representational State Transfer (REST) and Hypertext Markup Language (HTML). Re-
lated systems may use Javascript Object Notation (JSON) or Extensible Markup Language (XML) message formats
to exchange electronic health records [22]. The primary objective of the FHIR standard is to establish coopera-
tion between healthcare systems in a standardized manner and to standardize data exchange. Thanks to the HL7
and FHIR standards, healthcare providers and individuals can easily access data from a variety of devices, such as
portable devices, mobile devices, or personal computers. Since HL7 is a widely supported standard that is used in
more and more countries as the default healthcare standard, it is advisable to take this into account when designing
and developing new systems. If the system exchanges electronic health records with other systems, it should be stan-
dardized, and the standards used in the given country should be prioritized in this case. By using the HL7 standard,
national regulations can be applied in a standardized way. In this research, we relied on the HL7 standard when
designing and implementing the Med-i-hub prototype system. Figure 4 illustrates the common HL7 data stream
using the Med-i-hub system.

The FHIR specification includes a number of solutions that can help healthcare systems monitor patients even in
real-time; for example, it defines the format of messages describing monitoring data, which can be used to distribute
simple measurement or monitoring data over the network. It is important to mention that due to the XML format,
the volume of distributed data is larger. If we describe the observations with FHIR messages, the throughput of the
system decreases, as a significant part of the available bandwidth is wasted due to the size of the XML format.
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The XML code shown in Listing 1 is an FHIR message that represents monitoring data. In the message, the
observation describes the result of a pulse measurement.

3.3. Measured indicators for detecting signs of infections

The Med-i-hub prototype system was successfully tested by our research group with the help of several volunteer
participants. During the COVID-19 epidemic, the research group conducted tests in several stages. Measurement
data were recorded from portable devices used by small groups during the test runs.

Based on these tests, a significant amount of time series was collected and supported the data analysis module of
the Med-i-hub system. The research team analyzed the data series using this historical data from the test periods,
looking for a correlation between the measured factors, like heart rate and infection. Results from the analysis and
look-ups for research papers in connection with the global epidemic, we can confirm the assumptions that there is a
correlation between increased heart rate and the infection of COVID-19 [26].

The Med-i-hub system was tested with 65 participants. The involved individuals were all Hungarian natural per-
sons. We made a comparison between the test group’s infection ratio and the data on the epidemic between Septem-
ber 2021 and February 2022 in Hungary. Naturally, the participants provided all the data voluntarily. Measurements
recorded by the smart bracelets were received and analyzed by the Med-i-hub system.

Each participant received a dedicated application on their mobile phone, which collected and transmitted raw
measurement data to the Med-i-hub system. The participants agreed to perform a rapid test for infection as soon as
possible if any of the applicants showed symptoms of COVID-19. The results and the date of the test were shared
with the research team.

Several positive cases were reported during the test period:

2021 October — 2 cases

— 2021 November — 3 cases
2021 December — 2 cases
2022 January — 5 cases
2022 February — 2 cases

As several participants produced positive tests for the coronavirus, we compared that tendency with the number
of cases revealed as infected in Hungary. During the research, we can confirm the correlation between the pulse rate
and the number of infections in Hungary.
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<?xml version="1.0" encoding="UTF-8"7?>
<Observation xmlns="http://hl7.0org/fhir">
<id value="heart-rate" />
<meta>
<profile
value="http://hl7.org/fhir/StructureDefinition/vitalsigns"/>
</meta>
<category>
<coding>
<system value="http://hl7.org/fhir/observation-category" />
<code value="vital-signs" />
<display value="Vital Signs" />
</coding>
<text value="Vital Signs" />
</category>
<code>
<coding>
<system value="http://loinc.oxrg" />
<code value="8867-4" />
<display value="Heart rate" />
</coding>
<!-- SNOMED CT Codes——>
<coding>
<system value="http://snomed.info/sct"/>
<code value="27113001"/>
<display value="Heart rate"/>
</coding>
<text value="Heart rate" />
</code>
<subject>
<reference value="Patient/example" />
</subject>
<effectiveDateTime value="1999-07-02" />
<valueQuantity>
<value value="44" />
<unit value="beats/minute" />
<system value="http://medihub.eu" />
<code value="/min" />
</valueQuantity>
</Observation>

Listing 1. Captured data as a FHIR message

Figure 5 shows the Hungarian infection data for the given period. Figure 6 shows a highlighted case where the
correlation between the appearance of infection symptoms and heart rate can be seen. In all cases, based on the
measurements, it can be stated that the heart rate fluctuated before the infection, and even after a positive test result,
it was higher than the previously measured personal average since all the participants wore their activity monitoring
devices at all times covering periods before the infection.

Moreover, we have collected data about the concentration of the genetic material of the SARS-CoV-2 virus
measured in the wastewater (in the city where all the participants live). It still showed a correlation with it since
when the concentration began to rise, the number of positive cases followed it in a short period. A total of 14 of the
65 participants became infected during the test period and were tested with positive results for the coronavirus.
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Fig. 6. The average heart rate for each infected person.

4. Simple mathematical methods to find errors

The layered architecture of the Med-i-hub system, as described above, has therefore been optimized so that even
computationally intensive tasks can be performed resource-efficiently and in near real-time. For this, the computing-
intensive tasks must be of a nature that is still appropriate from the point of view of the architecture. The classifica-
tion of measurements and the filtering of errors is not a trivial process, a lot of information is needed to express an
opinion about raw measurement data, which is mostly a number. Regardless of this, simple mathematical solutions
can be applied that can effectively classify and filter the measurement data without the use of complicated artificial
intelligence algorithms.

During the research, the research group primarily aimed to increase the reliability of the measurements. This
is particularly important because generally available bio-sensory devices for household and private use are not
officially certified medical tools.

Devices can record incorrect measurements for several reasons:

— the device moved during the measurement
— the device is used in inappropriate conditions
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— the measurement data is below the error limit of the device, and thus, the device published it as a valid mea-
surement

4.1. Zone method

There is no expected value for heart rate. The heart rate is usually divided into zones and the maximum heart
rate also changes with age [25]. All of these must be taken into account when evaluating the measurements. The
maximum heart rate changes with age, we can calculate the maximum by using the Karvonen formula:

HRpmax = 220 — age in years

If we have calculated the theoretical maximum heart rate based on age, then all we have to do is create zones
according to each activity. When creating the zones, you can also rely on the above Karvonen formula and it is
advisable to define the zones as follows:

at rest 30-40%

40-50% in the case of effortless movement
50-60% at moderate effort

60-70% in the case of fat-burning training
70-80% in the case of strenuous exercise
Over 80% in case of very high use.

Using this method, we calculate the reliability of the measurement in such a way that we take the known activity
and age. A zone can already be defined with these two data. If our measurement is in the expected zone, then its
reliability value is 1, if it is not in the zone if the measured value:

— higher than the maximum of the zone, then the reliability of the measurement is O
— is lower than the minimum of the zone, then the reliability of the measurement is 0
— in all other cases, the reliability value is 1.

The reliability of the measurement in this approach is binary, which makes it easier for the user to interpret the
values.

4.2. Moving average

In the case of a pulse data series, the temporal order of the measurements is important so that we can filter out
exceptionally high or low values. Such values can be easily filtered from the data series using a moving average. If
given measurements are a time-continuous series {v1, v2..v,}, then by selecting n consecutive measurements from
it, we can calculate their moving average as follows [12,16]:

(witv+---+v)
n

V=

where:

— v is the average value of the heart rate,
— n is the number of all measurements in the examined time series,
— and v; is the value of the i-th measurement.

During the classification and pre-filtering of measurement data with a moving average, it is also necessary to know
the previous measurement results in order to be able to calculate the average. The essence of the method is that we
attach a number recorded in absolute value to the continuously updated moving average value, which symbolizes
the deviation from the average. This value can be a static number or a value set as a percentage. Measurement results
that deviate from the moving average by a value greater than the specified value can be marked as suspicious by the
system, or this information can be used during classification (Fig. 7, Fig. 8).



254 1. Péntek and A. Adamko / Using smart ecosystems against pandemics

Measurement == Average Discrepancy(min) Discrepancy(max)

100

95

90

85

80

75

70

65

60
12 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25

Fig. 7. Moving average without outliers.
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Fig. 8. Moving average with outliers.

When using a moving average, the deviation from the average shapes the reliability as follows:

g=1—(lv-1])/v

where:

— v is the average value of the heart rate, calculated with a moving average
— and v is the value of the current measurement.

During the evaluation of the deviation based on the average, it is also necessary to examine other attributes as
well. Measurement errors or results indicating possible health problems can be effectively filtered out. For example,
it is important to be aware of the measurement environment, the individual’s activity, and previous health problems
during the measurement. Therefore, the deviation from the average is not an exact number but an adaptive value that
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Table 1
Heart rate zones for people at age 33

Min Max
Rest 56.1 74.8
Effortless movement 74.8 93.5
Moderate effort 935 1122
Fat burning training 1122 1309
Strenuous exercise 130.9 149.6
Other 149.6 187

changes based on the above-mentioned manner. The Med-i-hub prototype system evaluates the deviation from the
average with a number between 0 and 1 and transmits that measurement data together with this reliability number
to the integrated external systems. Value 1 means that the measurement data is the most reliable compared to the
known conditions.

4.3. Compare methods

To be able to compare the methods in real-world scenarios, we created a mobile application that collects pulse
data from a portable smart bracelet and transmits it to the Med-i-hub application. The Med-i-hub prototype system
processes the incoming data and defines the reliability numbers for each measurement according to the two meth-
ods. With the help of the mobile application, measurements were taken every 5 seconds, which were immediately
transmitted to the server application. The evaluation is easy with the zone method because reliability is binary. With
the moving average method, however, it is necessary to determine how much deviation from the average is still
considered reliable. Based on the zone method, it can be seen that a zone gives 10 percent room for the tendency
based on the calculated HRyn,x value. We can apply this principle here as well. So, in the case of a measurement that
deviates from the moving average by more than 10 percent, we no longer label the measurement as unreliable.

The problem with the zone method is that individual activities cannot be classified into a single zone. The user
can perform an activity that should be classified in a higher zone for a longer or shorter period. It is difficult to
programmatically decide whether we are dealing with an outlier or whether the measurement environment has
changed. On the other hand, the mathematical method is somewhat adaptive, and if we choose the parameters of the
moving average well, we get a good model for evaluating the values. During the practical measurements, several-
minute spikes could only be interpreted and correctly classified with the moving average and were classified as
outliers using the zones. Apart from the weaknesses in the methods, both approaches can also be applied to classify
blood pressure measurement data based on other blood pressure observations.

To compare the methods, let’s examine a 33-year-old man who does not do a strenuous but continuous movement,
e.g., walking at a normal pace. The age-corrected heart rate zones are as presented in Table 1.

Figure 9 shows the comparison of the two methods.

For the zone method, knowing the early measurement results is unnecessary, so the classification according to the
zone method is extremely resource efficient. For the moving average, the last N measurements must be known to be
able to calculate. For this, the described layered architecture of Med-i-hub helps to ensure that the calculation takes
place in near real-time and that accessing the data does not cause an unreasonably high load.

5. Summary

The classification of measurement data with the help of formalized knowledge can be considerably more accurate
and reliable, provided that the revealed knowledge is correct. Using the additional information they possess, the
external systems can extract additional useful information from the data, for which the Med-i-hub system would not
have sufficient information because it does not store or cannot store the data it needs.

Actually, the biggest challenge for smart cities supported by sensors is how to efficiently deliver a huge amount of
data produced by the sensors to the place of processing and how to build and maintain so many active connections
for physical devices. At the time of this research, most countries are launching their own 5G networks, with which
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Fig. 9. Comparison of the two methods.

many more devices can be connected to the network compared to before, giving room for the spread of sensor-based
solutions, which seems to solve the main problem of sensor-based smart cities.

To process a large amount of available sensor data, it is necessary to rethink architectures and data processing
algorithms that can receive and analyze the data in real-time and extract information from the processed data and
draw conclusions. During our research, we developed a two-layer architecture that aggregates data from wearable
biosensor [oT devices and makes them available to external systems through open programming interfaces. With the
help of a simple and less computationally demanding mathematical method. The moving average was implemented
to classify the measurement data and filter out outliers or measurement errors. We combined this mathematical
method with a so-called zone method, further improving the classification quality. With this combined classification
method, the processing of large amounts of data can also be efficiently implemented relatively cost-effectively.
The interpretation of measurement errors or outliers filtered by the described methods requires knowledge of the
measurement environment, which can be provided by other system elements available in the smart ecosystem.

The data collected during the test sessions of the prototype system confirmed that the described mathematical
methods can be used effectively to evaluate the measurement data. All of the positive cases were indicated by the
data analysis algorithms implemented by the Med-i-hub system. At the same time, during the investigation of the
measurements, the research team often had to interpret the environment of the measurement in order to be able to
effectively filter out the possible outliers.

In the future, it may become possible to follow pandemics and detect their formation and progression with ordi-
nary tools that people are using in their daily activities anyway. This requires investments in existing smart systems
to extend their functionality with publishing capability for appropriate data to services that can use them effec-
tively [15,23]. Nowadays, these systems mainly operate in isolation, strictly separated from other parties. In this
paper, we have demonstrated a way that can be used to collect a large amount of data that can help eHealth systems
to broaden their operation. When bio-sensory data can be collected in smart homes or smart cities and can reach
healthcare systems in a proper form, it can be a life changer.

Our described prototype for the Med-i-hub system is an early demonstration of a suitable solution for creating
some not-so-strict connection between isolated and closed healthcare systems operated as island systems and smart
ecosystems. Sensor data integrated from the outside into these systems can be achieved by internationally recognized
healthcare standards that these systems are already used. In this way, systems that are still primarily independent of
each other can be connected to form a smart ecosystem where they complement each other and improve the quality
of their services.
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