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Abstract. The Internet of Things (IoT) strategy en@hysical objects to easily produce, receive, and exchange data. IoT

diverse applications ranging from consumer sector to industrial

devices are getting more common in our dail
and commercial systems. The rapid expangi widespread use of IoT devices highlight the critical significance of
0s

solid and effective cybersecurity standar

directly affects the IoT device and the, 2

IoT attacks/vulnerabilities that hav%
1

Subsequently, we evoke the vulg

e device development life cycle. Therefore, if vulnerability is exploited
tlons In this paper we investigated and assessed the various real-world critical
oT deployed in the commercial, industrial and consumer sectors since 2010.

s or type of attack, exploitation techniques, compromised security factors, intensity
pounded real-world attacks/vulnerabilities. We first categorise how each attack affects

of vulnerability and impacts
information security parau@and then we provide a taxonomy based on the security factors that are affected. Next, we
perform a risk assessment security parameters that are encountered, using two well-known multi-criteria decision-
making (MCDM) techniques namely Fuzzy-Analytic Hierarchy Process (F-AHP) and Fuzzy-Analytic Network Process
(F-ANP) to determine the severity of severely impacted information security measures.

Keywords: 10T attacks, fuzzy-ANP, fuzzy-AHP, MCDM, IoT vulnerabilities

1. Introduction

Millions of individuals now rely on the Internet
for a variety of purposes. Because of the advantages
associated with the Internet, a new industry called the
IoT is emerging, which allows items and devices to

*Corresponding author. Priyanka Singh, Department of Com-
puter Science and Engineering, SRM University, AP, India.
E-mail: priyanka.s@srmap.edu.in.

communicate and interact with one another through
the availability of the Internet. The idea behind such
technological innovation is to automate work and
interconnect the devices we being used in our daily
lives via the Internet. The rate at which electronic
objects around us are hooked up to The internet is
rapidly increasing. As per the latest Gartner report
approximately 8.4 billion smart devices or things on
the planet by 2020 will be deployed. This figure is
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expected to increase to 20.4 billion by the end of
2022. Machine-to-machine (M2M) interactions are
projected to increase from 5.6 billion in 2016 to 27
billion in 2024.

Furthermore, many of these digital solutions
enable users to consciously disclose some personal
data in exchange for more innovative and person-
alised services. It follows that privacy and security
should be prioritised in the configuration of IoT ser-
vices and technologies. Sadly, this isn’t the scenario
for many industrial IoT products, which have insuffi-
cient, inadequate, or poorly designed security policy.

We identify a few of the most well-known and
dangerous real-world IoT-related attacks, vulnerabil-
ities, impacts, and exploitation practises carried out
by various hackers in recent years. The depiction of
evaluated real-world attacks is explained in section
3. Despite conducting such a thorough investiga-
tion, there are still numerous imprecise, uncertain,
or partially missing pieces of information, making
it difficult to determine which factor or attack is the
most threatening .

In order to more effectively resolve the ambigu-
ity that often arises in pertinent information and best

recommendation, fuzzy set theory has been use
developing ill-defined MCDM concern. MCD
technique that enables you to choose the bgst

from a list of predestined alternatives b@nng
various criteria against it. In order to glallwiN¥f ambi-
guity in a decision-making proce %d obtain the
much more consistent outcomey uggested to
apply two different MCD , hamely Ana-
Iytic Hierarchy Process Phapd Analytic Network
Process (ANP), with fuZgy sdts.

In both academic research and commercial prac-
tise, the AHP has now been extensively used
to resolve multiple-criteria decision-making issues
(such as concept assessment and equipment procure-
ment). However, a precise pair-wise correlation with
a traditional AHP might not be able to fully capture
the decision-judgment maker’s due to ambiguity and
uncertainty in their assessment. To make up for this
shortcoming in the traditional AHP, fuzzy logic is
added to the pair-wise correlation in the AHP. F-
AHP is the name given to this [1]. In F-ANP, the
language evaluation is transformed into TFNs (trian-
gular fuzzy numbers). In order to construct a pairwise
comparison for the ANP, the TFNs have been used,
and by employing extent assessment (Chan et al.
2003 [2], Chan 1999 [3]), it is possible to deter-
mine the weights for every attribute at each level.

&

reflect the inherent fuzziness of human judgment ;K

Weights are simpler to calculate in F-ANP than in tra-
ditional ANP. To deem the best application to choose,
such weights could be combined [4]. In this paper,
we use the F-ANP method to derive priorities from
various kinds of undefined ratio scale assessments,
therefore expanding the ANP’s capability for mak-
ing decisions in the face of ambiguity. The novelty
of the work is that we deeply investigated the real
world IoT attacks and the digged out the seven impor-
tant affected information security factors. For more
refinement we have done critical risk assessment of
the seven affected security factors via two well refined
MCMD techniques. Our work presents the quantita-
tive risk assessment instead of qualitative that was
not done by the researgfers before in this field. This
quantitative approachepRgvides the better assessment
of risk in terms o @ tage of the security factors
which gives t adnderstanding of the severity.
The result sessment gives the quantitative
insight t earchers for future research work in

e

this
Qollowing are the key contributions of this

First, we look at the multifarious work done
in terms of strengthening security towards IoT
vulnerabilities.

2. We theninvestigated real-world [oT attacks vul-
nerabilities

3. Then after investigation we addresses the
affected information security factors via IoT
vulnerabilities in real life scenario.

4. Conferred the critical risk assessment of
affected security parameters via multiple
MCDM techniques.

5. Conduct an wunbiased comparison of the
outcomes generated by various MCDM
approaches.

6. Sets the path for future study.

The rest of this article is organized as follows:
Section 2 provides some information regarding
Fuzzy-MCDM techniques as well as an exploration
of related work. Section 3 investigates the real-
world IoT attacks/vulnerabilities. Section 4 presents
the critical risk assessment of affected security
parameters via multiple MCDM techniques. Sec-
tion 5 represents the impartial comparison of results
obtained by the multiple MCDM techniques. Section
6 portrays the discussion and suggested the future
direction. Finally, author concludes the work with
cogent explanation in Section 7.
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Fig. 1. Information security parameters.

2. Related works

Various IoT-empowered attacks discovered across
all application domains since 2010 were surveyed
by the author. The author focuses on the most
recent, verifiable IoT-enabled assaults for each indus
try, based on reported proof-of-concept attacks

documented real-world instances [5]. The oL,
investigated nine real-world security e ]

attacked IoT devices deployed in the sgmer,
industrial, and commercial sectors. ents a
taxonomy that offers a systematig ch for clas-
sifying attacks based on the cor@n&d layer and

associated impact [6]. The ‘ used thinking”
strategy is adopted by th chgcher to systematically
determine IoT security @aﬂd values from 58 IT
specialists. They provide f0Ur core goals and thirteen
means goals [7]. The author provides an Organiza-
tional Information Security Framework Regarding
Human Aspects contributing to the IoT, which con-
tains remedies that can assist avoid or mitigate data
breach occurrences caused by human factors [8].

The multitude of IoT devices is increasing rapidly.
The legal regime for ensuring data controller as well
as processor adherence must be enhanced in order
to provide a safer environment for emerging creative
IoT products and services without jeopardising data
subjects’ freedoms and rights. It is also critical to
raise homeowners’ awareness of potential security
risks while using smart and IoT services and devices
[9].

The researcher focused on a comprehensive inves-
tigation of the most common methods of attacking

commercial applications, as well as the commen-
surate literature studies, with the goal of providing
a more efficacious, cyber-security-oriented strategy
that would ultimately lead to a more adaptable indus-
trial environment. The author’s major contribution
is to dealing with commercial IoT technologies in
general, with a major analysis on issues concern-
ing cyber-attacks on industrial equipment, as well as
the most recent mitigation strategies for the safety
of the infrastructure in question, via a crucial and
benchmarking schema [10].

The author demonstrates a short illustration of pos-
sible attacks on Bluetooth Low Energy (BLE) devices
using several current tools to conduct spoofing,
firmware assaults, an n in the middle (MITM)
attacks. They also sised the necessity of pri-
vacy and securit@ E devices [25]. Author

discusses nu security challenges such

as IoT sec ework, attack types, encryption
challeng: entication, and IoT hardware-based
supp,

In research during 2004 and 2018, researchers
sed the types of threats that impact the firmware
e process in IoT devices and the current secure

@rmware update techniques for IoT devices. A
number of well-known firmware evaluation and vul-

nerability assessment tools are also included. They
are certain that their study will enable researchers
to create new defences for embedded devices by
enabling firmware inspection, attacks, and security
[27].

The idea of malware and botnets operating behind
“Distributed” DoS in IoT is discussed by the author.
The diverse DDoS defence strategies are thoroughly
discussed and contrasted in order to pinpoint any
security flaws. Additionally, researchers identify
the unresolved problems and difficulties that must
be overcome to improve DDoS prevention [28].
Researchers are working to address this discrepancy
by thoroughly examining the issues and challenges
related to IoT security. An in-depth review of IoT
attack surfaces, security concerns, threat models,
forensics, needs, and obstacles is provided by the
researcher [29].

The author mentions their efforts to comprehend
file less exploits on Linux-based ot systems in the
wild. They deployed four hardware IoT honeypots
and 108 specifically developed software IoT honey-
pots over the course of a year, effectively attracting
a wide range of real-world IoT threats. They discuss
their measuring analysis on these attacks, focusing
on file less attacks, including the prevalence, environ-
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ments, exploits, and impacts. The research also yields
multiple insights into effective defensive techniques
that IoT providers and end users can implement [30].

The author provides a high-level overview of the
security threats in the IoT sector and discusses some
potential countermeasures. Then, describes and anal-
yses some of the attacks against real IoT devices
documented in the literature, highlighting the present
security flaws of commercial IoT solutions and
emphasising the significance of addressing security
as an important component of IoT system design
[31]. The author discovers that the Analytic Hier-
archy Process (AHP) and approach for Order of
Preference by Similarity to Ideal Solution (TOPSIS)
hesitant fuzzy-based symmetry approach is an effi-
cient methodology for analysing the endurance of
online applications. The authors analysed the outputs
of six distinct University projects to determine the
level of accuracy of the results and their sensitivity
[32].

Researchers deductively and inductively identify
attack traits and measurements based on the most
recent research and a collection of roughly 50 attacks.
The author uses a real-world situation involving a
German steel factory to illustrate the utility and prac
tical significance of their taxonomy. [33].

et al. proposed a unique technique for sel¢clin

the optimal model of dependability predi oﬂi
methodology is an amalgam of the A@tant
fuzzy sets (HF), and the the technig der of
reference by similarity to ideal (TOPSIS)
[34]. Q‘

Ling Z. et al. provides an ‘ f IoT privacy
and security as well as a is. Their contribu-
tion is dual in nature. Fir.@ show their end-to-end
perspective of an IoT systtm. Second, they give a
vulnerability assessment of the Edimax IP camera
system using an end-to-end view of IoT privacy and
security. Their real-world trials confirm the efficacy
of the revealed attacks and increase the stakes for
IoT makers once more [35]. The researcher was try-
ing to figure out and rank different ways of handling
security problems. They wanted to do this by going
through two known approaches that people use when
trying to analyze big data security. The author is cur-
rently using the Fuzzy AHP approach to see how
much levels of priority matter in the realm of data
security [36].

As per the outcomes of this study, sit may be
possible to use F-ANP to obtain a distinct set of

attributes that are more pertinent for assessing the
importance of security attributes with respect to test

plan parameters. This article reviews the information
that was gathered from a range of experts who work
in academia as well as industry. To assess the signif-
icance of particular security qualities, the efforts of
such experts are subjected to a weighing and ranking
procedure using a risk assessment plan formulation.
As a result, F-ANP uses the evaluative contribu-
tions from a group of decision-makers to develop a
network of security parameters including test plan cri-
teria based on their level of significance or priority.
Additionally, F-ANP has established a more precise
relationship that enables the decision-makers to finish
the priority evaluation.

ome famous and critical real

world ToT gt of last few years. The illustra-

tion of ¢ real world attacks are tabulated in

Tabl e are just a couple of drops in an ocean

of unptected devices and gizmos in which we are
owning.

@ Risk assessment of encountered security

parameters using MCDM techniques

The cases that are uncovered in section 3 bring
to the fore the inherent security issues with IoT
systems and show how such interconnected ecosys-
tems might be vulnerable to attack. We investigate
IoT-enabled cyber assaults found across all applica-
tion areas. We focus on the most recent, certified
IoT-enabled assaults in each industry, based on
documented real-world instances and written proof-
of-concept assaults. After extensive investigation,
we found that several information security factors
were affected, which are as follows: Confidential-
ity, Integrity, Availability, Privacy, Access Control,
Authorization and Non-Repudiation. We accord a
complete attack assessment on IoT devices, as well
as their extant threat scenario.

To enhance the accuracy and acceptability of the
evaluation, the risk assessment of encountered secu-
rity factors was performed using two distinct MCDM
techniques, namely F-AHP and F-ANP. Now the
MCDM methodologies are employed and all the
encountered security factors are mapped to respective
variables to make the calculation easier and effec-
tive. The mapping of the security factors is illustrated
as follows: Availability as S1, Access control as S2,
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Table 1
Real world IoT attacks
. e Compromised

S. No. ToT Attacks Year Reported by Type of Vulnerability(s) Security Factors

Worm attack and Affects

. the supervisory control Access Control

(] Stuxnet 2010 Sergey Ulasen and data acquisition and Data Theft

(SCADA) systems

privacy,
The TRENDnet Report by Network data transfer -
(2] Webcam Hack 2012 TechNewsWorld without encryption f:onﬁdf:nﬂahty or
ntegrity
Black Hat
security
[13] The Jeep Hack 2015 researchers Access Control Access Control
Charlie Miller &
Chris Valasek
The Owlet WiFi security Authentication

[14] Baby Heart 2016 researcher Unencrypted data tranglr and Access
Monitor Jonathan over network Control
Vulnerabilities Zdziarski A

security . .

[15] VPNFilter 2018 researchers from gl)t:t%f)l]t y, Access

Cisco Talos 1sed router, and
to survive
Nortek Security
& Control —

[16] Access Control 2019 alware and DoS attack Access Control
System Breach
The Big One: Confidentiality,
The Apache . Remote code execution Integrity,

(7 Logdj 2021 libaga CT;‘;S (RCE) Availability,
Vulnerability ¥ Access Control

Confidentiality,
AT&T Alien Malware, RCE and Botnet  Integrity,
18] BotenaGo Labs attack Availability,
Access Control
f’;e‘:;TS"lfoy of Confidentiality,

[19] 2021 Svs ﬁL‘Cy beIr)se- Information disclosure Integrity,

‘Clyl‘m steafch and RCE Availability,
CentZr Access Control
COMELEC (The Manila Bulletin

[20] Commission on 2022 (MB) Technews Breach the servers Access Control
Elections) hack team
Critical PTC .

Axeda bugs Integrity,

21] eonardise 2002 Vedere Labs and Information Disclosure, Confidentiality,
{mﬁ bheme. ToT CyberMDX DoS, RCE Availability,
devices ’ Access Control
Jacuzzi . .

View and potentially
[22] Elzllgzrg;:u\;;bHot 2022 Eaton Zveare manipulate the personal Access Control
Tubs) data
security account takeover, remote Integrity
[23] Grand hack auto 2023 researcher Sam code execu‘t.lon .(RCE)’ Confidentiality,
and even hijacking
Curry . Access Control
physical commands
BlackCat’s credential dumping, Confidentiality,

[24] Sphynx 2023 Microsoft remote . Integrity,

Ransomware command-execution Availability,

(RCE)

Access Control
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Confidentiality as S3, Integrity as S4, Privacy as S5,
Authorization as S6 and Non-Repudiation as S7.

4.1. Fuzzy analytic hierarchy process

The AHP has now been extensively utilized in
both scientific research and industry practise to
handle multiple-criteria decision-making challenges
(e.g., concept appraisal, equipment selection). A pre-
cise pair-wise comparison for a conventional AHP,
however, would not be able to fully reflect the
decision-maker’s opinion due to uncertainty and
vagueness in their assessment. As a result, to com-
pensate for this shortcoming in the standard AHP,
fuzzy logic is included into the pair-wise comparison
in the AHP. This envisaged as F-AHP [37].

Since the core AHP doesn’t really allow for
subjective judgments, the fuzzy logic method has
contributed to improving it. In F-AHP, pairwise com-
parisons among both alternatives and criteria are
accomplished using linguistic terms encoded by tri-
angular numbers [38]. Van Laarhoven and Pedrycz
developed one of the earliest F-AHP implementa-
tions [39]. For pair - wise comparisons, they devised
the triangle membership functions. Following th
Buckley [40] made a contribution to the discussio
by identifying the fuzziness of comparison rati¢fs wi
triangle membership functions. The use gf tg1 -
lar figures in pair-wise comparisons is ergtovel
technique that Chang [41] introduced¢ ugh F-
j text of this

research Buckley’s methods
late the relative relevance w
and the criteria.

The following are theYgrogess steps:

Step 1: The criteria and alternatives are compared
by the Decision Maker using the linguistic terminol-
ogy indicated in Table 2.

Table 2
Linguistic terms and the corresponding TFN
Fuzz
Saaty Definition Trianglillar
scale
scale

1 Equally important (Eq. Imp.) (1,1, 1)

3 Weakly important (W. Imp.) 2,3,4)

5 Fairly important (F. Imp.) 4,5,6)

7 Strongly important (S. Imp.) 6,7,8)

9 Absolutely important (A. Imp.) 9,9,9)

2 (1,2,3)

4 The intermittent values between 3,4,5)

6 two adjacent scales (5,6,7)

8 (7,8,9)

Table 3

actoi HP)

Pair wise comparison matrix of affected security f:

S7
0.552, 0.639, 0.905

S4
1,729, 2.311, 2.901

S3
0.511, 0.598, 0.859

S2
1.064, 1.529, 1.990

S1

Security
Factors

93, 2.613
.523,1.797

1.692,2.414, 3.147

1
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Table 4
Defuzzyfication of local priorities (using alpha cut method)
Security g, 2 3 S4 S5 S6 s7 Weightage
Factors
S1 1 1.778  0.892 2563 2.667 2344 0934 0.218993
S2 0.562 1 1.751 1212 1.853 1.794 2415 0.17967
S3 1.121  0.571 1 0989 2.606 0.691 2.120 0.155693
S4 0.390 0.825 1.011 1 2177 0771 1.890 0.133659
S5 0375 0.540 0.384 0459 1 1.821  1.767 0.102951
S6 0.427 0.557 1447 1297 0.549 1 1.436 0.118589
S7 1.071 0414 0472 0529 0566 0.696 1 0.0904455

CI=0.0943425

As per the corresponding TFNs of these linguistic
notions, for instance, the fuzzy triangular scale is used
if the decision maker says that “Criterion 1 (C1) is
Weakly Important than Criterion 2 (C2)” (2, 3, 4).
In contrast, the assessment of C2 to C1 will use the
fuzzy triangular scale of (1/4, 1/3, 1/2) in the pair
wise contribution matrices pertaining to the criteria.

The pair wise contribution matrice is illustrated
in Equation 1, where P}, represents the ¢ decision
makers’ preference of m'™" criterion over n" criterion,
via TEN. In this scenario, “tilde” stands for the trian-
gular number demonstration, and “p” stands for the
primary decision maker’s precedence of the first over
the second criterion, and equals to Pb =(2,3,4).

P{; Pl .. P

Tl
Y 4
I

X

Step 2: If there are ma gr -makers, the Eref-
erences of each one are ayeraged (sz ), and the (P,,,,)
is determined according t9*¥quation 2.

pd p4
Pl P,

Step 3: Pair-wise contribution matrices are
updated in accordance with averaged preferences, as
indicated in Equation 3.

Biy . B,

Step 4: As per Buckley [40], the geometric mean
of each criterion’s fuzzy comparison values is deter-
mined as given in Equation 4. Here, k,, still indicates

triangular values.

~ i s 1/j ]
kin = ( n=1 Pmn) =12,..J (4

Step 5: To calt e fuzzy weights of each
criterion, Eq s used by incorporating the
following steps. B

Step rmine the vector sum of each k;;,.

S bAFind the (—1) power of the summation
vectorlo make it in order of increasing, replace the

ep Sc: To determine the fuzzy weight of the
1terion m(g,,), multiply each k,, with this reverse
vector

g =kn® ki k2 ®...0kj)"!

Step 6: As g, are still TFN, they must be defuzzi-
fied using the Centre of area approach given by Chou
and Chang [42], using Equation 6.

Wiy = 8melnlen .(6)

Step 7: W, is a non-fuzzy number. However, it must
be normalized using Equation 7.

Vi = 7 (D)

m=1

These seven steps are followed to determine the
normalised weights of both criteria and alternatives.
The scores for each alternative are then determined
by multiplying each alternative weight by the cor-
responding criteria. According to these findings, the
option with the highest score is recommended to the
decision makers. In this investigation, the findings are
compiled by first obtaining the viewpoints of a vari-
ety of recognized authorities in the subject and then
computing an average of those individuals’ points of
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Table 5
Supermatrix formed by local priorities vectors
Security ¢ 2 3 S4 S5 S6 s7
Factors
S1 1 0.2688  0.1300 0.2716  0.2400 0.3040  0.2228
S2 0.2920 1 0.3059 0.2551 0.2889  0.2349  0.2319
S3 0.2567  0.2505 1 0.2192  0.1550 0.2200  0.2200
S4 0.2299  0.2277  0.2319 1 0.1308  0.0602  0.1182
S5 0.1527 0.1593 0.0886 0.1656 1 0.0705  0.0265
S6 0.0687 0.0937 0.0232 0.0887 0.0754 1 0. 1805
S7 0 0 0.2203 0 0.1400  0.1105 1
Table 6
Weighted supermatrix
Security ¢ ) S3 S4 S5 S6 7
Factors
S1 0.5 0.1344 0.065 0.1358 0.1182 0.152 1114
S2 0.146 0.5 0.153 0.1275 0.1423 0.1174 116
S3 0.1238  0.1253 0.5 0.106 0.0764 § 11
S4 0.115 0.1139 0.116 0.5 0.0644 .08 0.0591
S5 0.0764  0.0796  0.0443  0.0828 0.04926 0.0133
S6 0.0343  0.0496 0.0116  0.0443 0.0371 0.0903
S7 0 0 0.1102 0 0, 0.5
Table 7
Limit supermatrix
. hd
Seeurity g s2 S3 S5 S6 S7
Factors Y4
S1 0.1888 0.1888 0.18 18 0.1888  0.1888  0.1888
S2 0.2166  0.2166 0O W% 0.2166  0.2166  0.2166
S3 0.1852  0.1852 .1 1852 0.1852  0.1852  0.1852
S4 0.1619  0.1619 .161 0.1619 0.1619 0.1619 0.1619
S5 0.1117 0.1 0.m17 0.1117 0.1117 0.1116  0.1116
S6 0.0718 0718  0.0718 0.0718 0.0718 0.0718
S7 0.0641 QO LS 0.0642  0.0641  0.0641 0.0642  0.0641
v
Table 8 Y‘ ble and intangible variables and factors that have an

Affected security factors us

Security factors { GloWal priorities

Availability (S1)™ \?18.88%
Access control ( 21.66%

impact on making the optimal option. The ANP per-
mits feedback and interaction both within and across
clusters of elements (both inner dependence and outer
dependence). Such feedback best depicts the complex

Confidentiality (S 18.52% . . .
Integrity (S4) 16.19% consequences of human society’s interplay, primarily
Privacy (S5) 11.17% when both risk and uncertainty are present [43].
Authorization (S6) 7.18% The first component of an ANP model is a con-
Non-Repudiation (S7) 6.41%

trol sequence or network of key targets and criterion
that control the communications in the system under
investigation; the second component is a number of
sub-networks of interactions among the problem’s
elements and clusters, one for every control criterion.
The Global priorities of affected security factors is
given below in Table 9 and the data used in the matrix
has been collected from the experts of industries as

view. These data have been produced with the assis-
tance of professionals working in the relevant field as
well as academicians, and as a result, we are able to
obtain the priority of security factors.

4.2. Fuzzy Analytic Network Process (F-ANP)

The ANP provides the most exhaustive framework
for analysing social, corporate and governmental
decisions available to decision-makers today. It is an
approach that enables one to consider all of the tangi-

well as academicians.

4.2.1. Supermatrix
The initial step in ANP is to evaluate the crite-
ria throughout the entire system in order to construct
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Table 9
Global priorities of affected security factors
Security .
Factors S1 S2 S3 S4 S5 S6 S7 Weightage
S1 1 1.529 0.598 2311 2.414 2.093 0.639  0.183922
S2 0.654022 1 1.474 0.96 1.859 1.523 22 0.168352
S3 1.67224  0.678426 1 1.343 2.336 0.427 1.816  0.164648
S4 0.432713 1.04167 0.744602 1 1.928 1.081 1.639  0.134153
SS 0.41425 0.537924  0.428082  0.518672 1 1.535 1.489  0.100619
S6 0.477783  0.656599 234192  0.925069  0.651466 1 0.511 0.12351
S7 1.56495 0.454545  0.550661  0.610128  0.671592  1.95695 1 0.124795
Table 10
Supermatrix formed by local priorities vectors
Security s2 s3 sS4 S5 S6 s7
Factors
S1 1 0.2577  0.1257  0.1984  0.2256  0.2998 2099
S2 0.3020 1 0.2959  0.2451 0.2789  0.2449 19
S3 0.2667  0.2005 1 0.2291  0.1661  0.232 323
S4 0.2499  0.2266  0.2229 1 0.1408 0.0 W72
S5 0.1617 0.1580  0.0991  0.2056 1 .0555
S6 0.0877 0.0737 0.0322 0.0877 0.0674
S7 0 0 0.2304 0 0.15)y
Table 11 Q
Weighted supermatrQ
Seeurity g, $2 s3 cﬂ\ S5 $6 s7
Factors
S1 0.5000 0.1433  0.056 0.1192  0.1630 0.1214
S2 0.1471  0.5000 0.1 7 0.1414 0.1112  0.1122
S3 0.1548  0.1243 71170 0.0759  0.2211  0.1100
S4 0.1142  0.1141 12 0.5000 0.0647 0.0315  0.0557
S5 0.0587  0.078 0.@¢#54  0.0828  0.0493  0.0354  0.0547
S6 0.0339  0.9801 15 0.0451 0.0369 0.5000 0.0912
S7 0 01212 0 0.0688  0.0549  0.5000
Table 12
Limit supermatrix
Security $2 $3 s4 $5 $6 s7
Factor
NDA759  0.1759  0.1759  0.1759  0.1759 0.1759  0.1759
2 0.2272  0.2272  0.2271 0.2272  0.2271 02272 0.2272
0.1799  0.1798  0.1799  0.1799 0.1799  0.1798  0.1799
S4 0.1726  0.1726  0.1726  0.1725 0.1726  0.1726  0.1726
S5 0.1006  0.1006  0.1006  0.1005 0.1006 0.1006  0.1006
S6 0.0786  0.0786  0.0785 0.0786 0.0786  0.0785  0.0786
S7 0.0652  0.0652 0.0652 0.0652 0.0652 0.0652  0.0652
the supermatrix. It is accomplished by pair - wise
comparisons by asking, “How important is a crite-
rion in contrast towards another criterion in terms of
o . P P P;
our preferences or desires?” The relative relevance
value can be calculated using a level of 1-9, with
1 representing equal importance and 9 representing My My ... My
great importance. We envisage that network model is Py My My ... Mo
made up of Hierarchy P, (k = 1, 2, .....i). For every M= Py
hierarchy, P assumes that elements dj1, d2, ...... , dpi
exists, so the impactof P, = (k=1,2,..... i) can be My My ... M;;
represented as follows: P;
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Table 13
Global priorities of affected security factors using F-ANP

Security factors Global priorities

Availability (S1) 17.59 %
Access control (S2) 22.72%
Confidentiality (S3) 17.99%

Integrity (S4) 17.26%
Privacy (S5) 10.06%
Authorization (S6) 7.86%
Non-Repudiation (S7) 6.52%

Which is the basic form of the supermatrix. repre-
sents the impact of every element of the m hierarchy
on the n hierarchy, which is known as a block of a
supermatrix, and has the following form:

Myiny, Mpn, Mmly,_in

Mmgm Mmgng Mmzn/-n
My, =

Mo jiny My oo Mujon,

4.2.2. Weighted supermatrix

A supermatrix can be used to express the priorities
of components in one hierarchy based on a speci
criterion, which means that each and every c n
of each hierarchy with in supermatrix is, oplu
stochastic. The effect of other hierarchie;
is unaffected by this criterion. As a i
quence, the supermatrix’s columns ar
It is crucial to take into acco
each hierarchy on the othe
treating each hierarchy like § ment, doing pair-

0 each hierarchy, and

wise comparisons with gfspe
determining the relevan rities. Assuming that

by, represents the weighted influence of the m hier-
archy over the n hierarchy, let

T,
nse-
chastic.
fluence of

M= bmann

M is denoted as a weighted supermatrix. The sum
of the elements within every column of a weighted

VK. Sahu et al. / Analysis of evolutionary computing approaches for IoT security

supermatrix is 1. This characteristic of a matrix is
known as column stochastic [49]. To make sure that
the total probability of all states implies 1, this step
is quite identical to the Markov’s chain idea.

4.2.3. Limited supermatrix

We wish to get the priority along each potential
path in a supermatrix, or the final impact an element
has on the top aim. This type of result can be obtained
by solving M~°,

M = limy_ 0o M" ..(9)
The weighted supe is created to limiting pow-
ers, as shown in provide the global priority

vector, often weights.

S. arison of results obtained by MCDM
nidues

CDM techniques are used to evaluate and select
Iternatives based on multiple criteria. There are
several MCDM techniques available, each with its
strengths and weaknesses. Here are some general
comparisons of the results obtained by some com-
monly used MCDM techniques. When it comes to
global priorities, F-AHP and F-ANP are commonly
used MCDM techniques to evaluate alternatives
based on multiple criteria. Overall, the choice of
MCDM technique depends on the problem, the avail-
able data, and the preferences of decision-makers.
In Table 14, the results obtained by the F-ANP
and F-AHP in terms of Global Priorities of secu-
rity factors are compared. Further the comparison of
proposed work is also done with the various exist-
ing approaches where the proposed work endorse the
transcendent over the existing approaches in terms
of number of targeted security factors for severity
evaluation.

Table 14
Comparision of results

Security factors

Global priorities by F-AHP

Global priorities by F-ANP

Availability (S1) 18.88%
Access control (S2) 21.66%
Confidentiality (S3) 18.52%

Integrity (S4) 16.19%
Privacy (S5) 11.17%
Authorization (S6) 7.18%
Non-Repudiation (S7) 6.41%

17.59%
22.72%
17.99%
17.26%
10.06%
7.86%
6.52%
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Fig. 2. Comparison of global priorities of the affected security

Table 15
Comparison of proposed model with state of the art models
Breach factor Count  Ref
confidentiality, integrity, availablility,
tracebility, authenticity 06 [44]
confidentiality, integrity, availability,
authentication 04 [45]
CNN + stackedauto-encoders (SAEs) 05 [1]
SVM + transient energy function (TEF) 03 [2]
Proposed Work 07

6. Discussion and future research direcg "O

The reason for the ri§ing Jumber of IoT gadgets
appears to be that they offéf convenience to humans
and execute activities more efficiently than humans.
Existing as well as forthcoming IoT solutions are
highly promising in terms of increasing user com-
fort, efficiency, and automation. To be capable of
implementing such arealm in an ever-increasing fash-
ion, high security, privacy, authentication, and attack
recovery are required. In this reference, it is critical to
make the necessary modifications in the architectural
style of IoT systems in order to achieve end-to-end
impregnable IoT habitat.

Attacks against resource-constrained IoT systems
have increased in recent years. Security breaches
in IoT technologies employed in both industrial
(e.g., actuators and sensors) and residential environ-
ments are constantly being revealed (e.g. implantable
medical devices, home appliances, etc). Faults and

<

malfunction ig {Yitardware chips, software appli-

cations, a gampered devices are exacerbating
the curr ion.

d we have classified IoT-related secu-

rity fIdys, exploitation practices, attacks, and their

ications via real-world cyber incidents that

ss IoT gadgets installed in the industrial, con-

2023 %\mer, and commercial sectors. These (and several
& other) mishaps emphasize the underpinning secu-

rity issues of IoT systems and illustrate the potential
attack effects of such integrated ecosystems, whereas
the calculated priorities of affected security factors
obtained after the assessment procedure using two
different MCDM methodologies, which delivers a
more appropriate way to classify attacks based on
the affected security factors and their corresponding
impacts.

7. Conclusion

In the era of intelligent devices, IoT has expanded
rapidly. A wide range of industries, including hospi-
tals, enterprises, and farming, are heavily utilising
the rapidly evolving smart gadgets, such as grids
and sensors. Consumers are exposed to a wide
range of security vulnerabilities because there are
so many Devices connected to the internet in use.
It is critical to recognize the risks that endanger the
distinctive infrastructures as well as endow confi-
dentiality of the data due to the number of threats
that are escalating in the constantly evolving IoT
environment and the concurrent inability of conven-
tional security systems to recognize serious threats
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of intensifying depth and duration. In this paper, we [2]
demonstrate attacks/vulnerabilities of real-world [oT

attack and also tabulated the impacted information

security factors associated with varied vulnerabili-

ties to concerned event in Table 1. Furthermore, the [3]
risk assessment of encountered security factors was
performed by using two distinct MCDM methodolo- (4]
giesi.e. F-AHP and F-ANP, to make assessment more
accurate and appropriate. After analyzing the Global
Priorities, we identify that the information security
factor positioned at S2 i.e. Access Control is the
most affected factor having global priority of 21.66%
and 22.72% by F-AHP and F-ANP respectively
among the existing factors affected in the encountered
attacks/vulnerabilities and the information security
factor positioned at S7 i.e. Non-Repudiation is the
least affected factor having global priority of 6.41%
and 6.52% by F-AHP and F-ANP respectively.
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