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The modern world runs on information. As a result, the word “security” is prob-
ably the most often mentioned word today in connection with information. Indeed,
the world has found that security threats know no boundaries as they endanger net-
works and distributed systems wherever such systems are found. The importance
of security lies in the fact that all systems are vulnerable to attack, whether they
are traditional computer networks, or recent advances such as sensor networks, P2P
computing, or ubiquitous computing. Security protects systems from an ever grow-
ing number of malicious threats such as virus and man-in-the-middle attacks. With
the growing impact of the electronic society, security and its related areas privacy
and trust, are now fundamentally important to the conduct of business via the Inter-
net, involving the real-time, distributed, electronic exchange of information across
different applications, across different platforms, and across enterprise borders.

The Third IEEE International Symposium on Security in Networks and Distrib-
uted Systems (SSNDS-07) provided a meeting place for researchers from univer-
sities, government, and industry to get together and discuss recent progress in the
areas of network and distributed systems security. This special issue of the Journal
of Computer Security aims to address research into security solutions that demon-
strate the challenges of security at fundamental levels of application for all areas
of information technology. It contains extended versions of four of the best papers
from SSNDS-07. We are pleased to serve as guest editors for this special issue. We
summarize each paper as follows.

In the first paper, “Accelerated AES implementations via generalized instruction
set extensions”, Elbirt presents a general purpose instruction set extension for a
32-bit SPARC V8 compatible processor core that improves the performance of Ga-
lois Field fixed field constant multiplication, a core element of the AES. He shows
that the extension speeds up AES encryption when compared to pure software imple-
mentations at a justifiable small hardware cost. Elbirt claims that the speed improve-
ment matches that of previously proposed AES-specific instruction set extensions
while providing a generalized implementation format suitable for other algorithms
that employ Galois Field fixed field constant multiplication.
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The second paper, “On replacing cryptographic keys in hierarchical key manage-
ment systems”’, by Kayem, Akl and Martin, proposes an algorithm that minimizes
the cost of key replacement when group membership changes for a group whose
members have access to protected data that is governed by a hierarchical key man-
agement system. The algorithm associates a timestamp with each key. When group
membership changes, instead of re-keying and re-encrypting the affected data, only
the timestamps are updated and new verification credentials computed.

In the third paper, “Coprocessor-based hierarchical trust management for software
integrity and digital identity protection”, Wang and Dasgupta present an approach
to defend against malware and rootkits that may be unaffected by normal security
measures. They describe a hierarchical trust management scheme in which the root
of trust is in a tamper-proof hardware co-processor on a PCI bus. The co-processor
checks the OS kernel for integrity, which in turn checks other components until it is
established that the entire system is free of rootkits. Wang and Dasgupta claim that
their checker can be extended to encompass all applications and anti-virus software.

In the fourth and final paper, “Protection against unauthorized access and com-
puter crime in Norwegian enterprises”’, Hagen, Sivertsen and Rong present a selec-
tion of findings from the Norwegian Computer Crime and Security Survey 2006 and
evaluate the strengths and weaknesses of the survey. One surprising result is that
there are large differences in security practices between small and large enterprises,
even for security measures that should have been implemented by all enterprises, in-
dependent of size. Consistent with previous surveys, the 2006 survey shows that the
number of reported cyber crime incidents is low due to weak detection mechanisms.

The papers in this special issue illustrate some of the current challenges and re-
search areas pertinent to security technologies for networks and distributed systems.
At the same time, they also amplify the many issues that remain to be addressed. New
topics will emerge, and shifts to allow focus on personal needs, as well as enterprise
requirements will no doubt occur. As this happens, it becomes increasingly important
to understand the issues associated with the inter-play between security technologies
and computing systems, resulting in trusted systems that are sound, adaptable and
evolvable.

We thank the authors for their excellent contributions and patience. We also grate-
fully acknowledge the thorough work of all the reviewers for this special issue.
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