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Abstract

The standardized, indicated school-based prevention program “Networks Against School Shootings” (NETWASS) combines a threat assess-
ment approach with a general model of prevention of emergency situations in schools through early intervention in student psychosocial
crises and training teachers to recognize warning signs of targeted school violence. The present review summarized the underlying program
theory, gives examples from German cases of severe targeted violence, gives an overview of the program components, and a summary of the
evaluation study and its results. Finally, the NETWASS crisis prevention approach is reflected with regard to its feasibility for the prevention

of violent extremism.
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Within the last twenty years student-perpetrated
shootings at schools emerged as a worldwide phe-
nomenon. With more than twelve incidents, Germany
has experienced more serious attacks targeting
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schools than any nation other than the United States
(Bondi, Cornell, & Scheithauer, 2011) resulting in
the deaths of 20 teachers and 16 students (Leuschner
et al., 2011). Incidents of severe targeted school vio-
lence such as school shootings are planned violent
acts at a school committed by current or former
students with the intention to kill at least one per-
son associated with the school context (Bondi &
Scheithauer, 2014a, b, c; 2015). A key finding from
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school shooting research is that severe targeted school
violence is the endpoint of a negative psychoso-
cial development including complex interactions of
psychosocial, situational, and structural (e.g. within
school environment) risk factors. This negative devel-
opmental pathway of a student towards a severe act
of violence is associated with observable features,
i.e. beside the psychosocial risk factors especially
warning and “leaking” behaviors (see below; for
an overview of the research literature see Bondu &
Scheithauer, 2014a; Bondu et al., 2011; Leuschner
et al., 2017; Scheithauer, Leuschner and NETWASS
Research Group, 2015).

This review will describe the theoretical back-
ground, preventive framework, and specific features
of the NETWASS program, and report selected
results from the longitudinal evaluation study. Addi-
tionally, structural problems of violence prevention
in schools will be highlighted. The NETWASS
approach is eventually discussed as a potential
strategy to prevent violent incidents associated
with radicalization through the early recognition
of warning signs and resulting indicated preventive
intervention.

The Development of a Psychosocial Crisis
and its Escalation

“From 1994 until 2003/2004, it was also my
attempt to have friends, to have fun. When I
started at GSS [elementary school] in 1998,
everything started with the status symbols,
clothing, friends, cell phone and so on. Then I
woke up. I realized that my entire life, [ was the
dumb one for the others, and people made fun
of me. And I swore to take revenge! This revenge
will be executed so brutally and ruthlessly that
your blood will freeze in your veins. Before I
go, I will teach you a lesson, so that nobody will
ever forget me again! I want you to realize, that
nobody has the right to interfere in other’s lives
under a fascist pretext of law and religion! I want
that my face will be burnt into your heads! I don’t
want to run away anymore! I want to contribute
my part to the revolution of the outcasts! I want
REVENGE " (Excerpt from a perpetrator’s
farewell letter; Langman, 2014)

Incidents of severe targeted school violence are
not spontaneous, affect-driven acts resulting from
the present situation, but instead develop during an
extended period of distress, deliberation, and plan-
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ning (O’Toole, 1999; Verlinden, Hersen, & Thomas,
2000; Vossekuil, Fein, Reddy, Borum, & Modzeleski,
2002).The developmental pathway is accomplished
by distinct periods of agonizing over violence-related
ideas and a targeted planning behavior, often up to
several years prior to the shooting (Kidd & Meyer,
2002; Levin & Madfis, 2009; Vossekuil et al., 2002).
Analyses of international cases suggest that the exe-
cution of the violent act is preceded by a psychosocial
crisis of the adolescent, facilitated by long-term social
strains and acute stressful events, such as the loss
of attachment figures or disappointment in future
plans (Levin & Madfis, 2009). In most cases a sig-
nificant loss of status within the school setting was
identified, resulting from bullying, peer or roman-
tic rejection, and unfair teacher behavior (Bondu &
Scheithauer, 2014c¢; Leary et al., 2003; for a system-
atic review see Sommer, Leuschner, & Scheithauer,
2014).

“If you realize you’ll never find happiness in your
life and the reasons for this pile up day by day,
the only option you have is to disappear from this
life [ ... ] The only thing I learned intensively at
school was that I'm a loser.” (Farewell message
from perpetrator posted on the internet; Juttner,
2006).

According to Filipp (1997) a psychosocial cri-
sis can be defined as an event or situation that
triggers a threat to identity, loss of orientation, block-
ade of aims, or re-traumatization resulting from an
acute overload of the individual’s usual system of
coping. Furthermore, research suggests that perpe-
trators lacked the ability to cope with stressors in
a functional manner, or were highly vulnerable, for
example, because of emotional disturbances or men-
tal disorders (Langman, 2009; Newman et al., 2004).
Narcissistic, as well as depressive tendencies, and
in some cases a lack of empathy associated with
schizoid symptoms, were found in retrospective case
analyses (Bondu & Scheithauer, 2014b; Hoffmann,
Roshdi, & Robertz, 2009; Kidd & Meyer, 2002;
Langman, 2009; Verlinden et al., 2000; Vossekuil et
al., 2002). In the perpetrators’ families a weak emo-
tional bonding or parental neglect were found (Bondii
& Scheithauer, 2015; Harding, Fox, & Mehta, 2002;
Wieczorek, 2010). Due to the lack of adequate cop-
ing skills, perpetrators then chose inappropriate ways
to deal with their crisis and to express their feelings
of despair, revenge, and anger. Additionally, cultural
scripts such as past school shootings, media violence,
and notions of masculinity that glorify armed attack
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provide powerful models for the perpetrators, and
serve as prescriptions for behavior.

Furthermore, Bockler and Seeger (2013) suggest
the construction of an “imaginary group identity”
(e.g. “school shooters”, “loners”, “fellow-sufferers”)
based on an imagined community and a shared
destiny that provides a sense of belonging and per-
spective within identity confusion and hopelessness.
As findings from violence research show, adoles-
cents turn to (imaginary) violent groups in order
to experience feelings of support and experience
cohesion to compensate social disintegration and
recognition deficits in the school or peer context, or
within the family, respectively. Cultural scripts along
with (imaginary) membership in a group of “fellow-
outcasts”, “fellow-sufferers” give new meaning to
life and offer a means to regain control and power
(Bockler & Seeger, 2010, 2013; Bottger, 1998; Bondii
& Scheithauer, 2012; Harding et al., 2002; McGee &
DeBernardo, 1999; Newman et al., 2004).

“Eric Harris is God. There is no doubt. It is
scary how similar Eric was to me. Sometimes
it seems as if I were to live his life again, as if
everything would repeat itself. I am not a copy of
REB, VoDKa, Steinhduser, Gill, Kinkel, Weise5
or anybody else! I am the advancement of REB!
I learned from his mistakes, the bombs. I learned
from his entire life.”(Langman, 2014; Excerpt
from perpetrator’s journal)

None of the risk factors described in the school
shooting literature (e.g. peer rejection, lack of
parental control, mental abnormalities, easy access
to weapons, fantasies of violence and revenge) can
be regarded as single causal risk factors nor — in sin-
gular or in combination — as sufficient conditions
for explaining school shootings, but can usually be
found in complex interactions in retrospect. Hence,
the perspective on school shootings as one possible,
extreme endpoint of a critical, crisis-laden, individ-
ual development implies that there is no mono-causal
explanation for individual cases of severe targeted
school violence but rather that multiple developmen-
tal pathways towards severe targeted school violence
are observable. Consequently, there is no consis-
tent perpetrator profile to rely on when designing
measures for prevention. Scheithauer et al. (2015)
integrated results from several studies and analyses of
German school shooting cases into a dynamic devel-
opmental model, which asserted that the crisis itself
could be compounded by stressful events that are
closely linked to the motives for the later commit-
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ted violent act, such as rejection by peers, or conflicts
with teachers associated with observable features, i.e.
beside the psychosocial risk factors especially warn-
ing and “leaking” (or leakage) behaviors.

Leakage, Warning Behaviors, and General
Crisis Symptoms as Indicators of a Negative
Psychosocial Development

A psychosocial crisis was consistently associated
with certain observable warning behaviors that indi-
cate the planning of a violent act, or the preoccupation
with violence, respectively, as well as early cri-
sis symptoms pointing to a negative psychosocial
development - as several analyses of school shoot-
ing cases suggest (Meloy, Hoffmann, Guldimann, &
James, 2012; Meloy & O’Toole, 2011). Symptoms
for a general crisis that were found in case analy-
ses were school failure, rejection of schooling, social
withdrawal, aggressive behaviors, self-injury, psy-
chosomatic pain, or other sudden behavior changes
(for an overview see Scheithauer et al., 2015;
Leuschner, Schroer-Hippel, Bondu, & Scheithauer,
2013). Violence-specific warning behaviors are ver-
bal or written threats, leakage of violent intentions,
preoccupation with violence, or suicidal intentions
(Meloy et al., 2012; Meloy & O’Toole, 2011). Per-
petrators also were fascinated by previous mass
shootings, and often identified with the perpetrators
(Bockler & Seeger, 2013). They often had a strong
interest in weapons, collected weapons, or had shoot-
ing expertise.

“At some point his taste in music changed. He
listened to Heavy Metal and very loud music.
He also changed his clothing style. I did not like
that. He was extremely interested in knives. He
also watched many movies, horror movies and
thought a lot about the German army. He refused
from being with others. (... ) Maybe he felt like a
lone fighter. In Internet he bought an ice-hockey
mask and a Michael Meyers coat. That is a fig-
ure from a horror movie. This figure kills a lot
of people, he slaughters them. He watched all
movies from the Halloween series, he knew them
by heart. (... )In his room all posters were pulled
off and he dismantled his bed. Instead he used a
soldier’s plank bed. His walls were painted with
Edding. All walls were black. He wanted every-
thing black. One door of his closet was damaged.
He must repeatedly have stabbed with a knife in
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the door. (... ) All this resulted in the fact, that 1
couldn’t share his interest anymore. I cut of con-
tact.”’(Statement from an offender’s former friend
after the attack; TARGET Project, Original data,
modified and analogous translated from German
by Target Research Group)

Particularly, the phenomenon of “leakage”, defined
as communicating an intent to harm a target to a third
party (Meloy & O’Toole, 2011, p. 514) has been
observed repeatedly prior to every German school
shooting analyzed to date (Bondi & Scheithauer,
2014a, b, c¢; 2015), and in most international cases
(O’Toole, 1999; Vossekuil et al., 2002), and seems to
be a promising approach for prevention efforts. Stu-
dents communicated their violent thoughts and plans
through various channels to peers, sometimes to an
adult, or strangers by leaving comments online, writ-
ing essays, letters, Internet postings, or other forms
of behavioral self-expression (e.g. gestures).

“This fear is slowly turning to rage. I am con-
suming all this rage and will let it all out at some
point to take revenge on all the arseholes who
wrecked my life! For those who haven’t under-
stood it exactly: Yes, this is about a shooting.”
(Juttner, 2006; Message from the later perpetra-
tor in a (non-supervised) internet support forum,
June 2004)

Little is known about the motives for “leaking”
one’s plan or violent fantasies. Different assumptions
can be found in the literature: First, a student in trou-
ble probably seeks to express despair and the need
for help, or he may test others if they hear and under-
stand a warning, and react adequately by offering
support. Second, increasing warning behavior could
also indicate that a student more and more identifies
with becoming a perpetrator and regards himself as
belonging to a group of “revengers” from past school
shootings. Third, externalizing violent thoughts from
one’s fantasy into reality through making a threat or
violent statement could also be understood as a “trial”
of a violent act (Robertz, 2004).

“It‘s three weeks ago that he mentioned casually
such a school shooting would be cool when we
chatted about school shootings in general. But,
he never said this in a serious tone. To me, it
sounded like a joke so didn‘t care about this a
lot.“(Peer about behavioral changes he noticed in
the perpetrator; TARGET Project, Original data,
modified and analogous translated from German
by Target Research Group)
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Thus, leakage can be considered an indicator of a
psychosocial crisis or negative psychosocial develop-
ment associated with violent fantasies and intentions.
Simultaneously, the analysis of student threats sug-
gests that leakage can also be observed in students
who do not carry out a violent act, however, in
terms of early and indicated crisis prevention, leakage
provides a promising approach: The early detec-
tion and adequate assessment (e.g. by school staff)
of leakage allows for the identification of students
in need for attention and support (Leuschner et al.,
2011).

Schools as Targets and Settings for Prevention —
Implications from Research on Structural Risk
Factors

Research provides evidence that a school’s organiza-
tional complexity and lack of resources are barriers
to successful communication and crisis management.
Organizational deviance was found in all victimized
schools to a certain extent, and is discussed as a sig-
nificant institutional risk factor for severe targeted
school violence, as it puts a school at risk for what
is described as “institutional memory loss” in the
literature (Fein et al., 2002; Fox & Harding, 2005;
Vossekuil et al., 2002).

A single school staff member’s autonomy in day-
to-day decision-making, as well as task-segregation
result in “structural secrecy” and “loose coupling” on
an organizational level (Fox & Harding, 2005). Typ-
ical conflict situations in a school require immediate
educational responses, which primarily rely on gut
feelings, instead of systematic collegial intervision
and an informed rational decision-making procedure.
The Berlin Leaking Project indicated a significant
lack of knowledge and uncertainty in risk assessment
among German school staff (Bondu et al., 2011).
Teachers reported a strong need for general sensitiza-
tion and intense expert training to build awareness for
the topic. Participants also demanded for increased
support and counseling from their local professional
network (Leuschner et al., 2011).

Due to alack of time, information on student warn-
ing behavior is often not shared with colleagues,
or reported to authorities, respectively. Instead, an
observation of a student behavior of concern remains
fragmented within a school and between schools.
“Information fragmentation” can also occur when
observations of a student behavior are not exchanged
with professionals from a school’s external network
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and local service institutions. In the long term, a lack
of inter-institutional cooperation can become a sig-
nificant barrier to effective case management and the
initialization of supportive measures for an adoles-
cent in crisis (Harding et al., 2002).

Insufficient documentation of observations made
is another structural risk factor: Data on appar-
ently harmless disciplinary incidents is often not
recorded in a student’s file due to law restrictions
or a well-meant ‘clean-slate’ mentality. Information
on a student’s social biography, familiar background,
or psychological particularities literally diffuses and
cannot be integrated in case assessment after a student
transition to secondary school or another school dis-
trict. From a developmental perspective, this can have
a harmful impact, since teachers at a new school will
have difficulty to properly evaluate the progression
of a student’s crisis.

Finally, retrospective case analyses suggest that
in the majority of cases warning behavior prior to
the attack was exclusively reported from the later
perpetrator to peers. “Code of silence”, followed by
adolescents to protect peers from trouble with adults,
in these cases legitimated a bystander’s decision to
keep “conspicuous behavior” as a secret. In most of
the cases analyzed to date, this behavioral code appar-
ently reduced a peer’s willingness to communicate
student threats to an adult, and eventually contributed
to information fragmentation (Daniels, Bradley, &
Hayes, 2007; Fein et al., 2002; Syvertsen, Flanagan,
& Stout, 2009; Vossekuil et al., 2002).

To the same extent - as schools are high risk-
targets for student attacks - schools simultaneously
are akey environment where children and adolescents
spend most of their time and possibly exhibit warn-
ing behavior or general crisis symptoms. Provided
that signs for a negative developmental pathway
are recognized at an early stage of development by
school staff, or with the support of parents and peers,
schools form an adequate setting for an early and indi-
cated, institution-based crisis prevention. For proper
recognition and case management of students at risk
schools are in need of preventive approaches that
integrate 1) sensitization of the individual teacher
in order to recognize warning behavior and risk
factors; 2) implementation of organizational struc-
tures for effective information transfer on the school
level; 3) promotion of an empirically-informed threat
assessment and case management procedure based
on a structured case management protocol; and,
finally, 4) development of a reliable professional
network providing expert counseling and case mon-

International Journal of Developmental Science 3-4/2019, 109-122

itoring after interventions have been initialized by
the school.

Strategies for the Prevention of Severe Targeted
Violence in Schools

In response to tragic cases of severe targeted school
violence in schools between 1999 and 2009, all Ger-
man Federal States implemented emergency response
plans as a guideline for crisis management in the case
of a violent incident. At the same time, alarm systems
were installed as technical features in some schools
to improve communication inside the schools, and
with law enforcement. However, emergency response
should not be the only measure to prevent violent inci-
dents in schools. As opposed to perpetrator profiling
and developing checklists of risk factors, a structured
threat assessment approach emerged to be a promis-
ing intervention strategy according to the literature.
In a systematic review (Apelt, 2013) of threat assess-
ment approaches suitable for schools we identified
three structured U.S. systems: The Virginia Student
Threat Assessment Guidelines (Cornell & Sheras,
2006), the Mid-Valley Student Threat-Assessment
System (Van Dreal, 2011), and the Dallas Threat of
Violence Risk Assessment (Ryan-Arredondo et al.,
2001).

Research has shown that programs are most effec-
tive provided that a strong fit between program and
school, i.e. school system, respectively, is guaranteed
(Payne, Gottfredson, & Gottfredson, 2006). Adopting
the U.S. approach to threat assessment (e.g. Cor-
nell, Allen, & Fan, 2012; Cornell & Sheras, 2006)
would not have adequately taken into account for
country-specific legal restrictions, emergency guide-
lines, and community services, as well as differential
offense patterns (e.g. German cases revealed a higher
casualty rate for teachers than for students (Bondi
& Scheithauer, 2015; Sommer et al., 2014). As
opposed to most US schools, German schools lack
a multidisciplinary student support staff (i.e. school
psychologists, school resource officers), and a multi-
disciplinary threat assessment is not feasible. School
psychologists in Germany for instance are not associ-
ated with a specific school, but offer service for larger
districts, and are rarely present on site.

Additionally, schools usually maintain cooperation
with local professional partners limited to the dura-
tion of certain projects, but those are currently not
involved in case management routines necessary for
crisis prevention. For those reasons, a main focus in
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Warning behaviors and

4

symptoms of psychosocial crisis

Attention

School Staff

Perceive warning behaviors and report
to prevention appointee

Review

Prevention Appointee

Collection of information about the
student

Evaluation and Initiation of help

Crisis Prevention Team

Case evaluation and initiation of case
management

Follow up

Case Monitoring

Keep track of further development and
report to crisis prevention team

Figure 1. The NETWASS crisis prevention model for schools (from Leuschner et al., 2013, p. 408; transl. by authors).

Germany must be on teacher trainings to build threat
assessment and case management skills, and increase
knowledge on the topic, as well as on promoting
sustainable networking with external partners, rather
than on school-based multidisciplinary teams like in
the US.

The NETWASS Model of Early and Indicated
Prevention: Four Steps Towards Effective Crisis
Management

Based on the research results and practical con-
cerns described above, between 2009 and 2013, a
research team at Freie Universitat Berlin (Germany)
developed the NETWorks Against School Shootings
(NETWASS) program (Scheithauer et al., 2015) as an
intervention framework for schools. The NETWASS
approach is based on a developmental perspective on
school shootings grounded in contemporary empiri-
cal research. It combines the advantages of a threat
assessment approach with a more general model of
prevention of emergency situations in schools (e.g.
severe targeted school violence) through early inter-
ventions with students experiencing a psychosocial
crisis, and includes recommendations for building an
organizational structure for school-based crisis pre-
vention. The overall goal of the program is to provide
school staff with knowledge and skills to recog-
nize a student experiencing a psychosocial crisis that
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could lead to violence, and enable them to reliably
assess a warning behavior, and to implement support-
ive measures in order to provide help to students in
trouble.

As illustrated in Figure 1, the preventive model
consists of four process steps and works like a filter
in which information is collected and reviewed with
only the most serious cases passed on for consider-
ation by a crisis prevention team (Leuschner et al.,
2013):

(1) In a standardized face-to-face training, all
school staff is sensitized to increase awareness for
students in trouble/crisis. If a warning or other
conspicuous behavior is observed, and cannot be
explained within the scope of the respective situa-
tion by school staff (e.g. no trigger becomes apparent,
teacher remains uncertain of consequences of an
observed behavior), the respective school staff mem-
ber is encouraged to report an observation to a
central crisis prevention appointee (CPA) for a more
in-depth assessment, e.g. of the student’s general
situation.

(2) A CPA is nominated by every school after
the training. He/she merges information about a stu-
dent, and decides if more extensive case management
is required. The CPA’s key responsibility is to col-
lect further information about the student’s situation
from other sources (parents, other members of school
staff, official documents) and putting all informa-
tion together in order to conduct a more informed
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assessment of the conspicuous behavior. If the CPA
is unsure whether an observation indicates a personal
student crisis or not, he/she reports his observations
to a crisis prevention team (CPT) for a further, team-
based review.

(3) The CPT conducts a collaborative, evidence-
based threat assessment, and develops an intervention
plan to provide student support. A school’s CPT was
either previously established in order to follow the
guidelines of emergency response plans in Germany,
oris formed as a consequence of the NETWASS train-
ing, and besides the CPA should involve the school
principal, specially trained members of the school
staff, the school’s social worker, and the homeroom
teacher of the student concerned. In a case manage-
ment session they discuss all available information
with the key question in mind: Is the student experi-
encing a psychosocial crisis that puts him or her at
risk for planning and conducting a violent act? In a
step-by-step procedure following a structured case
management protocol, the CPT evaluates whether
the student shows symptoms of a psychosocial cri-
sis or serious warning behavior for targeted violence,
and whether the student’s overall situation reflects
individual vulnerabilities and social strain factors,
but also individual resources and protective factors.
After this, the CPT elaborates an intervention plan
with appropriate interventions helping the student to
cope with the crisis and end a threatening situation,
by minimizing strains, and maximizing protective
factors.

It follows (4) case monitoring in order to evaluate
the effectiveness of the case management plan. Staff
members responsible for case monitoring should give
feedback to the CPT whether measures have started,
were rejected, canceled, or ended, or whether other
important events have occurred that require a new
assessment by the team.

In every step, the specific emergency response
plans have to be considered and followed, if a case
requires immediate action.

Results on Effectiveness and Program
Acceptance

For an accompanying evaluation study to examine
program impact, processes, and everyday usefulness,
the NETWASS program has been implemented in
108 schools in three of the 16 German Federal States
(Leuschner et al., 2017).
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Sample and recruitment process

The recruitment process for the evaluation study
obtained a sample of 108 schools with 5,610 teachers
and over 80,000 students. Participants were recruited
in a stratified cluster sample from three German
Federal States: (1) Berlin, as the German capital rep-
resenting an urban setting with a large low-income
and ethnically diverse population; (2) Branden-
burg being a sparsely populated, rural state with
a low- to middle-income, ethnically homogeneous
population; and (3) Baden-Wurttemberg, a densely
populated, rural/suburban state with a middle- to
high-income population. After a 7-month-period of
project implementation, the program had been imple-
mented in 98 schools in Germany (90% of trained
schools; 10 schools enclosed in a pilot study were
excluded for the following analyses). Evaluation data
from 3,473 school staff participants (teacher, social
worker, and administration staff) were collected in a
quasi-experimental comparison group-design at three
measurement points (pre, post, 7-months-follow-up).
The sample consisted of 27 primary schools, 25 sec-
ondary schools, 28 schools of higher academic track,
and 18 vocational schools. On the individual level,
66.8 % of school staff in the sample were women and
the mean age was 46.2 years (SD=10.7).

NETWASS training

Schools were provided with trainings via different
implementation strategies, all following two steps:
first, all school staff received a two-hour training
enhancing their sensitivity for psychosocial crises in
students. Second, crisis prevention teams were pre-
pared and deployed at schools for the concrete threat
assessment and an effective case management. The
intense two-day training for the crisis teams focussed
on practical application and included exercises on
the basis of case examples. In the “extensive con-
dition”, the CPT was trained by psychologists of the
NETWASS-team, as opposed to police officers and
school psychologists in the “multiplier condition”.
The third, “self-instruction condition” consisted of
a two-hour briefing that introduced an information
brochure to the school staff and to the CPT. The
CPT received no intense two-day training (for a
detailed description of implementation conditions see
Leuschner et al., 2017).

Trainings were based on a standardized program
manual followed by every trainer. Schools within a
training group were provided with equal material,
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learning methods, and dosage. Trainers were either
psychologists from the research staff, school psy-
chologists, or police officers. All trainers received
standardized multiplier training and a trainer manual.

Results on program acceptance

Training satisfaction as measured by a 13-item
training evaluation instrument including items on
training didactic, schedule, subjective knowledge
growth, and trainer skills (Cronbach’s alpha=.95)
was generally high (M=3.80; SD=.80, 5-point
scale). Overall program acceptance was measured
after seven months based on CPT members’ approval
to statements on program implementation. Ratings
indicated the appropriateness of the NETWASS
program for structured threat assessment (92.8%
approval) with assessment criteria being helpful to
also identify students in crisis (88.9% approval),
and the recommended team structure as suitable for
case management (90.3% approval). Additionally,
items on the danger of student stigmatization, and
additional work load were disapproved: Only 6.3%
claimed student stigmatization by the program, and
increased workload was moaned by 26.4%.

Results on effectiveness

Using a quasi-experimental, comparison group
design with three measurement points and a long-
term follow-up with schools randomly allocated to
implementation conditions, we investigated effec-
tiveness of the NETWASS program in German
schools under every-day conditions. Results revealed
increased school staff expertise on the topic of school
shootings and improved skills and confidence to eval-
uate threats and adolescent crises. As measured by
case vignettes, school staff’s abilities to identify stu-
dents experiencing a crisis improved, and schools
were more able to provide help and support (for a
detailed report of differential effects of implementa-
tion conditions see Leuschner et al., 2017).
Additionally, positive secondary effects related to
school climate including improved confidence in a
school’s organizational structure, improved teacher-
student interaction, and pronounced school staff
cohesion and feelings of safety were reported. The
positive changes emerged with equal or even effect
sizes higher than those found in evaluation stud-
ies of preventive interventions primarily designed
for e.g. improvements in school climate (Thapa
et al.,, 2012). Moreover, in qualitative follow-up
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interviews, school staff members reported positive
experiences with external partners during the seven-
month-implementation period (e.g. in the context of
case work), which then resulted in a greater trust in
external partners as measured by the follow-up ques-
tionnaires.

Results on case identification and management

The implementation of the NETWASS program
resulted in the identification of students showing
crisis symptoms, or warning behavior for targeted
violence. Seventyfive schools reported cases show-
ing warning behavior or crisis symptoms, and a total
of 228 case management sessions was conducted
(2.5 per school). Reported cases were categorized
into high (ca. 8%) and low risk cases (Sommer et
al., 2016). This percentage is similar to the percent-
age that Cornell and Sheras (2006) identified as very
serious, substantive threats.

In terms of early crisis prevention, trained school
staff members were able to identify symptoms and
vulnerabilities not necessarily connected to the threat
of violence. This indicated that the interventions
initiated by the schools may have helped troubled
students before their thoughts and feelings turned
into violent fantasies and planning behavior. Prelim-
inary results from the analysis of case management
protocols reveal a correspondence of the number of
measures implemented with the number of risk fac-
tors identified in a case, as well as with the level of
risk. Furthermore, CPT self-reports indicate a high
adherence to the structured protocol for case manage-
ment. Apparently, the NETWASS preventive model
was used according to manual recommendations and
instructions for case work by the schools.

To summarize, with only a moderate degree of staff
training required to implement the program, teach-
ers’ expertise and evaluation skills to identify and
deal with students experiencing a psychosocial crisis
significantly improved. Results emphasize an overall
fit between schools’ needs and program components,
and the NETWASS training approach was accepted
by the majority of trained teachers in Germany.

A Cerisis Prevention Program for Schools to
Prevent Pathways Into (Violent) Extremism?
Recent acts of terrorism in Europe were perpetrated

by so called ‘homegrown’ people, rather than by for-
eign — for example Islamist — groups. Consequently, a
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process of violent radicalization, extremism respec-
tively was proposed to explain how these ordinary
people were recruited and persuaded to give their
lives (Bhui, Hicks, Lashley, & Jones, 2012; Klausen
et al., 2016). The term “radicalization” “has come to
be used to define the process through which an indi-
vidual or a group considers violence as a legitimate
and a desirable means of action” (Davies, 2009, p.
12) although other scholars prefer to use the term
“violent extremism” as radicalisation is - in most
cases - not associated with violent behaviour. With the
development of several radicalization process mod-
els, there is a difficulty involved in describing a single
pathway into radicalization, or creating profiles of
radicals as a common starting point in the debate on
effective safety policies. Since surveillance and con-
trol measures have obvious limitations, cause huge
costs and can potentially undermine privacy, preven-
tion efforts must be increased (Madriaza & Ponsot,
2015). However, according to a systematic review of
the International Centre for the Prevention of Crime
(ICPC), most authors agree that empirical evidence
for radicalization prevention is insufficient (Nasser-
Eddine etal., 2011; Zeiger & Aly, 2015; cf. Madriaza
& Ponsot, 2015).

A systematic review of interventions for the
prevention of religious radicalization and violent
extremism by Christmann (2012) found that the
evidence base for effectively preventing violent
extremism interventions is very limited and only few
studies contained empirical data or systematic data
analysis. However, more recently, promising studies
have been published, for example Feddes, Mann, and
Doosje (2015) found a training aiming at empow-
ering individuals in combination with strengthening
empathy and measures to affect attitudes toward
ideology-based violence and own violent intentions
and empathy to be a possibly effective preven-
tive intervention to prevent violent radicalization.
Although general approaches of prevention and edu-
cational approaches (e.g. Aly, Taylor, & Karnovsky,
2014; Reeves & Sheriyar, 2015; UNESCO, 2016)
have already been propagated or even realized, a
selective prevention approach through formal edu-
cational institutions at the primary, secondary, and
higher education levels (cf. Rosen, 2010; Veenkamp
& Zeigler, n.d.) should be preferred.

Although there is no single profile or pathway
for violent radicalization (Bockler, Leuschner, Roth,
Zick, & Scheithauer, 2018a; Bockler, Leuschner,
Zick, & Scheithauer, 2018b), or even speed at which
ithappens, there are general socio-economic, psycho-
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logical, and institutional factors that lead to violent
extremism (Davies, 2008, p. 12): “Push Factors drive
individuals to violent extremism, such as: marginal-
ization, inequality, discrimination ( . .. ). Pull Factors
nurture the appeal of violent extremism, for exam-
ple: the existence of well-organized violent extremist
groups with compelling discourses (... ). Finally,
there are contextual factors that provide a favourable
terrain to the emergence of violent extremist groups”.
Following a public health approach Bhui et al. (2012)
summarized individual risk and protective factors for
violent radicalization (p. 3; cf. Klausen et al., 2016):

e “Risk factors: Young people facing transitions:
education, place, family, religion and so on; cog-
nitive and social openings to new influences;
social isolation and exclusion; grievances about
discrimination that may be personal, related to
unfair treatment at work, access to health care
or about other inequalities in society; unemploy-
ment; migrant status and experiences before and
after immigration; international conflict that is
considered unjust against a group with which
individual identifies on religious, national or
cultural grounds; perceived threat to family
and cultural group; marginalized and traditional
cultural identities; discrimination thought to
explain group inequalities in health and social
status and access to wealth; not able to negoti-
ate needs and protest through non-violent and
democratic means; contact with influential or
charismatic leaders who justify terrorism (for
example, in prisons, or in schools or universi-
ties).

e Protective factors: Social support; social cohe-
sion; social capital and trust in institutions;
feeling of safety and security in neighborhood;
integrated cultural identity; employment suc-
cess; access to democratic means for negotiating
needs and opinions; access to critical religious
leadership that can moderate and inform on legit-
imate religious perspectives.” (cf. Losel, King,
Bender, & Jugl, 2018).

Cole, Alison, Cole, and Alison (2009) summa-
rize the following risk factors for violent extremism
(p. 7): “Cultural and/or religious isolation, isolation
from family, risk taking behaviours, sudden change
in religious practice, exposure to violent rhetoric,
negative peer influences, isolated peer group, hate
rhetoric, political activism, basic paramilitary train-
ing, travel/residence abroad”. Additionally, Cole etal.
(2009, p. 13) summarize “red flag” risk factors as

117



N. Fiedler et al. / Student Crisis Prevention in Schools

indicators for individuals being already on the way
to becoming involved in violent extremism: “death
rhetoric, being a member of an extremist group,
contact with known recruiters/extremists, advanced
paramilitary training, overseas combat”. To sum it
up: research on (violent) radicalization in adolescents
shows many overlaps with research on developmen-
tal pathways towards school shootings — including
certain risk factors, and even warning behaviors.

Several researchers (Bockler et al., 2018a,
b; McCauley & Moskalenko, 2008; McCauley,
Moskalenko, & Van Son, 2013; Zierhoffer, 2014)
argue that violently radicalized lone-wolf terrorists
may have characteristics in common with other types
of severe targeted violence, such as school shooters.
McCauley et al. for example found four characteris-
tics common for both school attackers and assassins:
perceived grievance, depression, a personal crisis,
and history of weapons use outside the military. Rad-
icalization of adolescents and young adults leading to
violent extremism is a process including observable
behaviour changes, changes in attitudes, beliefs, and
norms of affected individuals. It is therefore impor-
tant to consider preventing violent extremism and
radicalization within a broader context of social and
personal development (Cole et al., 2009).

Thus, according to these result, school shootings
can be considered as one type of violent extrem-
ism with similarities with other types of violence
such as Islamist violent extremism or political vio-
lent extremism, including an observable process of
radicalization. For example, Klausen et al. (2016, p.
69) summarize current findings from radicalization
research which align with findings from studies on
cases of severe targeted violence at schools:

1. “ Radicalization follows a predictable sequen-
tial pathway exhibited in behavioral changes.

2. Increased commitment is indicated by simul-
taneously occurring changes in behavior that
precede violent action.

3. The radicalizing individual will engage in pub-
lic activity before moving on to the final
cataclysmic action.

4. The process of radicalizing to the point of car-
rying out violent action is measured in months
and years rather than days and weeks.”

Similarly, UNESCO (2016) has described
behaviours that can be signs of radicalization, such
as sudden break with the family and long-standing
friendships, sudden drop-out of school and con-
flicts with the school, changes in attitudes and
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behaviour towards others (e.g. antisocial comments,
rejection of authority, refusal to interact socially,
signs of withdrawal and isolation), or regular
viewing of internet sites and participation in social
media networks that condone radical or extremist
views.

Preventive interventions have to address individu-
als within the “process towards violent extremism”,
vulnerable individuals respectively - and for this
different domains have to be considered such as
the school environment, the family environment, the
police etc. “At the moment, it is difficult to target pre-
ventive interventions at individuals who plot terrorist
attacks because they are not particularly identifi-
able by demographic or personal characteristics, or
by psychopathology, and there is often no formal
membership structure or hierarchy among violent
radicalized groups. However, evidence suggests that
a useful focus is on young people who are vulnera-
ble to radicalizing influences because of isolation or
marginalization, particularly as they are likely to be
accessible to interventions while in full time educa-
tion during adolescence and young adulthood when
identity-related psychological and social transitions
are common” (Bhui et al., 2012, p. 6).

As vulnerability is not static and not a “cast-
iron” prediction of future behaviour (Cole et al.,
2009) it is necessary to establish professional net-
works and easy-to-access counselling interventions,
to establish a network of trained professionals from
different environments (e.g. teachers, police officers,
social workers, threat assessment experts), to develop
preventive interventions including anti- and de-
radicalisation strategies for a successful prevention of
violent extremism, and to develop easy-to-access and
easy-to-handle training and communication struc-
tures. It will be important to implement programs
that train parents and increase public awareness,
distributed widely within civil society and the gov-
ernment, and work to make individuals aware of the
radicalization of children. This will be applicable to
community spaces such as schools, religious areas,
and the training of youth themselves.

Concluding Remarks

The NETWASS evaluation study was the first
large-scale evaluation study of a threat assessment
program in Europe using a teacher education/training
approach. Results clearly indicate practical feasibility
and effectiveness in identifying students on a nega-
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tive developmental pathway. This has been proven
for even early stages of negative development, and
long before violent thoughts turn into fantasies and
planning behavior.

In the present article, school shootings were con-
textualized as a potential endpoint of a negative
development during adolescence. Despite the specific
dynamics associated with radicalization, similarities
of pathways into severe targeted school violence,
and radicalization, respectively, became visible (cf.
Bockler et al., 2018a, b), allowing to a certain degree
for transferability of the NETWASS model to the
prevention of (violent) radicalization: Research find-
ings on the long-term development of radicalized
attitudes call for a developmental perspective on
crisis prevention as promoted in the NETWASS
program manual. As we know so far, these path-
ways apparently have their beginning in adolescence,
which requires a preventive approach using the school
context as a setting for prevention. Furthermore,
pathways into radicalization are accompanied by
observable behavioral changes, similar to leakage and
other warning behavior prior to a school shooting:
Thus, a preventive approach that incorporates a train-
ing measure focusing on sensitization, and enabling
school staff to identify warning signs seems a crucial
foundation.

A modified version of the NETWASS train-
ings based on latest results from case study on
radicalization would be a more specific tool to
provide schools with knowledge necessary to pre-
vent radicalization, while continuing to train and
practice global skills of informed decision-making,
fact-based threat assessment, protocol-guided case
management, and building structures for information
exchange in schools, as well as in cooperation with
expert institutions dealing with (violent) radicaliza-
tion and terrorism. By supporting the implementation
of the NETWASS program into standard educational
practice, school administrators, and policy makers
can contribute to a healthy development of students
and increase feelings of safety in students, parents,
and school staff, considering additionally several
important ethical issues (e.g. Baker-Beall, Heath-
Kelly, & Jarvis, 2015; Coppock, 2014; Coppock &
McGovern, 2014).
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