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Abstract. The use of digital health technologies is changing the ways people monitor and manage their health and well-being.
There is increasing interest in using wearables and smartphone health apps to collect health-related data, a domain within digital
health referred to as mHealth. Wearables and health apps can continuously monitor metrics such as physical activity, sleep,
and heart rate, to name a few. These mHealth data can supplement the measures taken by healthcare professionals during
regular doctor’s visits, with mHealth having the advantage of a much greater frequency of collection. But what are the privacy
considerations with mHealth? This paper explores global data privacy protections, enumerates principles to guide regulations,
discusses the tension between anonymity and data utility, and proposes ways to improve how we as a society talk about and
safeguard data privacy. We include brief discussions about inadvertent or unintended consequences of digital data collection and
the trade-off between privacy and public health interests, such as is illustrated by COVID-19 contract tracing apps. This paper
concludes by offering suggestions for consideration about improving privacy and confidentiality notices.
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1. Introduction

Digital health is a large field that refers to the use of technology in biomedical research [1]. Popular
domains of digital health include adopting electronic medical records (EMRs) or implementing telehealth
and telemedicine technologies that enable remote care. mHealth is a subset of digital health that the
World Health Organization defines as the “use of mobile technology to support the achievement of health
objectives [2]”. In a broad sense, mHealth encompasses the use of wearables, tablets, and smartphone apps
that collect health-related information. mHealth is appealing to consumers, as shown by the popularity
of fitness apps and wearables [3]. Mobile technologies can be set up to interact with individuals directly
and prompt them to manage their health better. There is significant interest from companies and health
insurance networks to harness health fitness trackers to improve employee/patient health [4,5]. Initiatives
include nudges (reminders), social norms (how one compares with others), carrots (rewards), and sticks
(penalties such as fees) to influence people’s health-related behaviors. Physicians are also open to
integrating mHealth data to inform patient care, although they largely lack the proper training to do so [6].
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Traditionally, medical data are collected during occasional doctor visits. The patient may answer a few
questions, get some tests done, and then the results get stored in their EMR. The problem with relying
solely on EMR data to assess someone’s health is that many people go for a healthcare checkup every
year or even less often. That frequency can fail to capture the nuances in health changes that occur in
people’s lives. If we are to move toward personalized or precision medicine (meaning healthcare tailored
to a specific individual), we need to look at up-to-date and real-life data. The patient needs to contribute
frequent data, and the healthcare professional needs access to the data to inform patient care.

Technological advances make it feasible to collect new data types to provide a complete view of an
individual’s health. Activity trackers in wearables and health apps can record fluctuations in symptoms
and quality-of-life modulators, which can be displayed daily, weekly, or monthly as numerical or graphical
summaries. These trackers can directly interact with individuals, all while continuously monitoring one’s
physical activity, sleep, heart rate, glucose level, blood pressure, etc. [7].

Additionally, mHealth can capture data from someone’s environment and track and inform their habits.
For example, using the phone location to know the weather and air quality in the area or using wearable
activity bands to understand the frequency and intensity of one’s physical activity. This supplementary
information can be integrated with routine healthcare data (e.g., blood pressure, medications prescribed)
tracked through various mobile apps. The resulting rich portable data collection can supplement the EMR
data collected from traditional healthcare visits.

1.1. The rapid growth of health apps shows no sign of slowing

mHealth is a growing field. Wearables and health apps are everywhere, with more than 350,000 apps
available [8] and a global mHealth app market expected to reach more than $100 billion in U.S. dollars
by 2023 [9]. In 2020, more than 31 million individuals used a Fitbit at least one time/week [10], and 100
million people wore an Apple watch [11]. The privacy landscape must adapt to address the wealth of data
that wearables and health apps generate every second of every day. Many countries have enacted data
privacy laws to regulate how information is collected, how people are informed about the storage and
use of their mHealth data, and what control people have over their data once the information has been
captured or shared with others [12].

2. Data protection regulations

To date, the most important data protection legislation is the European General Data Protection Reg-
ulation (GDPR) that took effect on May 25, 2018, and replaced the 1995 Data Protection Directive [13].
It is arguably the most substantial set of protections for data privacy yet. GDPR applies to twenty-
eight European Union (E.U.) member states plus Iceland, Liechtenstein, and Norway. GDPR protects
the personal data and privacy rights of people living in these thirty-one places and regulates the free
movement of data: GDPR applies to any organization collecting personal data from these residents
regardless of the organization’s location. The regulation covers any processing of personal data. Under
GDPR, processing data includes any of the following operations: collection, use, storage, adaptation,
transmission, combination, or correction. Other countries have enacted GDPR-like privacy regulations
with a few local nuances [14,15].

The U.S. does not have a comprehensive federal data privacy law. Instead, the U.S. enacted sector-
specific regulations for communication, financial/credit institutions, marketing, and health information.
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Some states have enacted state-specific data privacy laws such as the California Consumer Privacy Act
(CCPA), Virginia Consumer Data Protection Act, or the New York Shield Act (for breach notification),
but these state laws do not apply to health information. An additional fourteen states (AK, AL, AZ, CA,
CO, CT, FL, IL, MA, MD, MN, NV, TX, WA) are considering adopting consumer data privacy laws.
Already, privacy legislations failed or were postponed in six other states (KY, MS, ND, OK, UT, WV)
[16].

In the U.S., the landmark federal regulation governing personal health data is the Health Insurance
Portability and Accountability Act of 1996 (HIPAA) Privacy Rule [17,18]. The Privacy Rule established
for the first time a set of national standards for the protection of individually identifiable health information
(called personal health identifiers, PHI). At the state level, however, additional regulations localize the
implementation of HIPAA. For example, states differ about the age of majority (the age of adulthood
when one is legally responsible for managing their actions and able to make decisions about their medical
care) or about the HIPAA authorization expiration date (the consent to use or disclose personal health
information for a purpose otherwise not permitted under the HIPAA Privacy Rule) [19]. Another example
is the Experimental Research Subject’s Bill of Rights mandated by the state of California for anyone
participating in medical research [20].

3. Re-identification of personal data

Personal data covers many data types such as cultural, social, financial, religious, political, etc. Health
data are a special category of personal data that includes sensitive information and requires even more
protection. Per GDPR, personal data include any information that can be used to identify a person directly
- or indirectly - through linkage. Therefore, GDPR applies to identifiable data and to de-identified or coded
data stripped of direct identifiers such as a person’s name or contact information. Beyond de-identification
that simply obscures someone’s identity, data can be anonymized, which results in data that cannot ever be
used to identify a person. That is, anonymity is irreversible. Data privacy laws (data protection regulations)
do not apply to anonymized data. Attempting to anonymize data is virtually impossible, however, in our
society where so much personal data is publicly available. Therefore, health researchers most often collect
and analyze de-identified data that are regulated by privacy laws.

Degree and type of de-identification are not equivalent. HIPAA recognizes two methods for data to
be de-identified: either the Safe Harbor method (rule-based) that removes eighteen types of identifiers
or the Expert Determination approach (risk-based) that involves a formal determination by a quali-
fied expert [21]. There is no Safe Harbor equivalent under GDPR; de-identification consists of using
pseudonyms or codes to mask personal identifiers. Risk-based methods must determine the risk of re-
identification. These methods are contextual and should consider any possible data linkage and any likely
method to perform re-identification. Adding complexity, under GDPR, the risk of re-identificationmust be
evaluated at the time of processing, not at the time of data collection, which forces constant reassessment
as data are added to the data set or analyses evolve.

4. Global privacy principles to guide regulations

Reconciling the various data privacy laws is complicated and slows international scientific collabo-
rations that are essential to address biomedical challenges. Nevertheless, eight global privacy principles
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guide the development of health data privacy regulations. The collection, use, and processing of personal
health data should at a minimum be:

• Lawful: obtained by lawful and fair means, with consent where appropriate.
• Purposeful: relevant and necessary.
• Limited: limited in scope and time and proportionate to its purpose.
• Quality: complete, accurate, and kept up-to-date.
• Secure: protected against risks of loss or unauthorized access.
• Used as intended only: parameters of use clearly articulated and followed.
• Transparent: documented and justified.
• Controllable: enforceable principles.

These principles were reaffirmed byWHO’s statement (issued in the context of the COVID-19 pandemic)
on the use and processing of health data for balancing data protection and privacy [22].

Organizations such as the Global Alliance for Genomics and Health (GA4GH, https://www.ga4gh.
org/) [23] and BBMRI-ERIC (https://www.bbmri-eric.eu/ - Biobanking and BioMolecular resources
Research Infrastructure, European Research Infrastructure Consortium) are working to provide practical
methods to achieve compliance with privacy laws. BBMRI-ERIC has been drafting a comprehensive Code
of Conduct for Health Research [24]; the release date for this guidance, however, is not yet known.

5. Regulation of health app data

More broadly, privacy laws regulate the use of personal data, which is information about an identifiable
individual. What about data from wearables/smartwatches and smartphones? Are data collected through
a health app considered personal data or PHI and thus regulated by privacy laws? The answer - it depends.
In the U.S., apps that monitor health metrics are not regulated under HIPAA unless they are used in a
regulated research context or used to make health-related decisions. The FDA does not monitor or regulate
so-called “lifestyle” apps that track diet, exercise, stress levels, nutrition, sleep, or mood - even when
these apps target children, as is the case for 7-Minute Workout for Kids, Cosmic Kids Yoga, and Smash
Your Food, to name a few [25]. Yet health apps are increasingly handling sensitive data about users and
bystanders. Think of apps related to pregnancy; apps managing prescriptions records; and apps about
depression, suicidal ideation, and anxiety. These apps can collect large amounts of personal data provided
by users responding to in-app questionnaires. Apps can also collect data that the user doesn’t even know
that they are providing.

6. Accidental or unintended consequences of data collection

Even when an app collects anonymized data, the data collection process itself can sometimes reveal a
significant amount of information. One example is from Strava (see: https://www.strava.com), a health-
tracking app that produces a public global heat map (data visualization that shows the magnitude of a
phenomenon as color in two dimensions) of its users’ exercise routes. While the purpose of the app is
to reveal new exercise routes for its users, in 2018, it became clear that the mapping of soldiers’ running
routes in military bases gave up strategic information about the bases’ locations and positions of buildings
that were supposed to be secret [26].

https://www.ga4gh.org/
https://www.ga4gh.org/
https://www.bbmri-eric.eu/
https://www.strava.com
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6.1. Passive data collection

Apps and wearables are full of sensors that can provide copious amounts of information about someone,
with or without individual intervention or intention. Device sensors can capture not only distances,
movements, and location, but also images and sounds. The Amazon Halo band that became available
in 2020 is one such wearable that listens to its user’s voice, analyzes the voice tone through its artificial
intelligence software, and informs users how they might sound to others [27]. These data collections are
lawful and legitimate based on individuals 1) accepting the app’s privacy policies and terms of service
(also called terms of use or terms and conditions) and 2) opting into the sensor-based data collection
necessary to use the app.

6.2. COVID-19 and contact tracing apps

During a pandemic such as COVID-19, there is a difficult trade-off between protecting someone’s pri-
vacy and the public health interest, as illustrated by the utility of symptom reporting contact-tracing apps.
While it may be necessary to forgo some privacy for the public good, the nature and amount of personal
data collected by many COVID-related apps should give one pause. One systematic analysis looked at
nearly five hundred apps related to COVID-19 in Apple iOS stores in ninety-eight countries to understand
the reach and impact of the recent flurry of state-sponsored and privately developed apps for contact
tracing. The analysis revealed the pervasive collection of data by COVID-related apps. Specifically: 43%
ask for tracking location to be on at all times, 44% ask for access to the phone camera, 22% ask for access
to phone microphone, 32% ask for access to photos, and 11% ask for access to contacts [28].

But why would contact tracing apps need access to your phone microphone or your photos? Do these
apps need access to one’s microphone or personal photos to track COVID-19 symptoms or alert you that
you were near someone who has tested positive for COVID-19? Users might be required to agree to these
broad terms and conditions to use the app features they are interested in, but most often users do not
carefully review the terms and conditions to fully understand that they have granted this level of access to
information on their mobile device.

7. Privacy policies and terms of service

Howdowe solve the privacy dilemma?How canwe unlock the value ofmHealth data whilemaintaining
data privacy? The solution, certainly, is not going to be a one-size-fits-all solution.While anonymized data
solve some privacy issues, there will always be a need for data with PHI: there are times when researchers
need to collect identifiable data. To move us toward personalized/precision medicine, we need to collect
real-life data. We will need to integrate data from a person’s health history, genetics, environment, and
lifestyle habits if we want to move from trial-and-error medicine to evidence-based health care tailored
to a specific, unique individual. In other words, we will need to collect a lot of data - and the more data
we collect, the easier it is to learn someone’s identity even if the data does not include someone’s name
or other direct identifier. Furthermore, sharing data with PHI for research is essential, as collaboration
can accelerate research progress, and it is especially beneficial for facilitating research progress on rare
diseases that is slower due to the scarcity of research participants and their data.

Data may need to be anonymized, de-identified, or fully identifiable depending on its intended use.
Correspondingly, wewill need zones of openness, zones of privacy, and experimental zones that aremixed.
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A unanimous recommendation is to inform people about the limits to anonymity and the methods and
degree of de-identification. Lawful and legitimate data collection through wearable technology and health
apps based on consent relies on people accepting privacy policies and terms of service - but when was the
last time anyone actually read the small print?

7.1. Issues with the small print

An assessment of the terms of services of fourteen popular apps revealed that terms of service
agreements are written at a 10th-grade reading level up to college level. So not everyone can read them
easily or completely understand the text. Moreover, they are so lengthy as to take from ten to sixty minutes
to read based on an average adult reading speed. Someone in the U.S. would need to devote close to two
hundred and fifty hours to complete reading all of the fine print associated with the online services an
average person uses [29].

Privacy policies are similarly written. Over time, they have become longer and more complex. The
privacy policy for Google in 1999 was six hundred and ten words; by 2018, it was two thousand seven
hundred and twenty two words. In 2019, after GDPR, it had reached four thousand and thirty-six words,
which represents a six-fold increase in length over the twenty-year span [30]. At an average reading speed
of approximately three hundred words per minute, an adult would need at least twenty minutes to read
a single privacy policy. If you had thirty apps on your phone, it would take you more than ten hours to
read all the privacy policies. When GDPR was implemented, every website and app updated its privacy
policy, and it would be reasonable to guess that no company shortened or simplified theirs. As The New
York Times Privacy project concluded, privacy policies are an “incomprehensible disaster [31].”

7.2. Parallels with informed consent process

The same way we have worked to improve the informed consent process for mobile-mediated research
over the past six years [32], we must similarly work to better explain data protections and privacy while
simultaneously satisfying any existing regulatory requirements that govern mHealth data. Additionally,
any entity that collects health data needs to communicate the concept of data privacy and the impact
of collecting complex data sets in a clear and accessible manner to the general public. Research supports
that people better understand complicated concepts when concepts are presented in chunks of information
instead of all at once [33] - framing data privacy as a set of conversations rather than one be-all-end-all
form is a step in the right direction. Those who conduct clinical research prefer informed consent to consist
of a series of conversations about a research study, then an interactive review and signing of the consent
form (i.e., an informed consent process) rather than simply and only signing the consent form (i.e., a single
document with little to no discussion) [34].

7.3. Real-world examples of simplified privacy policies

There are some intriguing examples of companies trying to improve their communications related to
informing users about data use and privacy policies. Strava issued a new privacy policy effective December
15, 2020 that introduced a “privacy label.” Like a food label on a grocery store item, Strava’s privacy label
is easy to read and understand - and is short [35]. Also noteworthy is Apple’s privacy label: as of December
14, 2020, developers must self-report the information they collect [36]. While these efforts are still too
tepid, they are a step in the right direction and an improvement in informing people.
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Drawing on extensive work that we have conducted and from best practices in the informed consent
process for research participants, we developed a resource we call the Privacy Toolkit for Mobile Health
Research Studies. The toolkit provides biomedical researchers with a catalog of design tools and patterns
to create robust resources about data privacy and data management that research participants can refer to
during an mHealth study. The Privacy Toolkit promotes ongoing discussion with research participants,
creating opportunities for users to be reminded about the mHealth data they contribute and reaffirm their
agreement with the researchers’ data collection and data handling plans [37].

8. Conclusion

Protecting privacy in the age of big data is challenging. We need robust governance mechanisms that
enable data sharing for scientific research, but protect individuals who are contributing information -
sometimes sensitive or personal information - against violations to their privacy. To achieve this tricky
balance, there is no one-size-fits-all solution. One prospect is a more nuanced approach with different
data privacy zones akin to camera privacy zones that can hide a field of view. Privacy zones for data are
a better solution because they let people determine what level of data privacy they want for any given
information about themselves at any given time. Lastly, engaging research participants and regulatory
bodies that govern research, such as institutional review boards, is essential if we are to realize the
promises of biomedical research while also addressing concerns and safeguarding individual’s privacy
rights.
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