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Abstract.

BACKGROUND: The careful management of health data is crucial due to its immense value and high sensitivity. Blockchain
technologies can manage data in a trustworthy way.

OBJECTIVE: The central aim is to identify the current state of blockchain technologies applied to Electronic Health Records
(EHR) to identify common structures and functionalities. This common ground could be the starting point for defining clear
global standards.

METHODS: A systematic literature review is used.

RESULTS: The benefits of enhancing the digitalization and cross-institutional accessibility of health data are undoubted.
Four main application areas of blockchain for the EHR can be identified: storing, sharing, audit logging, and managing the
identity of data accessors. Since on-chain transactions are slow and inefficient, most research promotes a hybrid approach
for handling transactions as a combination of off-chain and on-chain approaches.

CONCLUSIONS: Several approaches, frameworks, and models exist for applying blockchain technologies in the context
of EHR. The research revealed that a) only a few concepts are already implemented, b) the existing system implementations
are based on different backgrounds and technology stacks, and c) a lack of comprehensive and global standards and norms.
All these factors are barriers to a broader usage of blockchain-based EHRs.

Keywords: Blockchain, electronic health record, health information systems, off-chain data management, societal human
systems, public-private health data management, systematic literature review
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1. Introduction

Many information systems exist in healthcare,
usually designed and developed for particular
requirements defined by single organizations and
institutions. Patients trust Healthcare Information
Systems (HIS) to manage health data and deliver
optimal patient care effectively. However, the current
state of HIS reveals a lack of interoperability that
varies depending on countries, regions, providers, or
stakeholders [1]. As a Healthcare Information Sys-
tem (HIS) component, Electronic Health Records
(EHR) strive to facilitate the seamless sharing of

health data across institutions. The objective is to cre-
ate a comprehensive patient record encompassing all
pertinent health information to ensure effective and
efficient patient care. The EHR achieves this objec-
tive by offering an infrastructure that enables the
management and exchange of health data between
institutions, IT systems, stakeholders, and the patient
[2].

An EHR adheres to interoperability standards to
establish connectivity with other systems while hous-
ing sensitive patient information. As a result, it
necessitates the implementation of the most suitable
technology to ensure adequate protection. Numer-
ous emerging technologies have been developed to
safeguard health data’s privacy, integrity, and confi-
dentiality [3].

Blockchain has emerged as a potential solution to
address these requirements. Blockchains have gained
significant attention in the financial sector with the
rise of cryptocurrencies like Bitcoin and Ethereum.
The financial industry also shares similar demands
for privacy and security regarding data management.
Various organizations and researchers are looking
for a possible solution for combining EHR with
blockchain technologies in the healthcare sector [4].
Data leaks and successful attacks on HIS demonstrate
the need for comprehensive protection of patient data
in all data management activities [S5].

The benefits and potential applications of
blockchain technology for standardizing and stream-
lining the exchange of EHR are being actively
discussed by hospitals, private companies, and inter-
national health and political organizations, such as
the European Union (EU).

However, medical records often lack comprehen-
siveness, featuring incomplete and inconsistent data
due to fragmentation in the healthcare landscape [6,
7]. A global standardized solution for the digital stor-
age of all historical patient health data, called EHR, is
still missing. According to [8], every patient in the US
has almost 20 different health records. 150 exabytes
of health data are stored yearly [9] but in various
standards, rules, and regulations.

Standards that are globally implemented might
support Social Development Goal 3, which is about
“Goal 3: “Ensure healthy lives and promote well-
being for all at all ages”, which is goal 3 of
the Sustainable Development Goals defined by the
United Nations [10]. There is evidence that HIS sup-
ports this goal [10-14].

To address the research gap, it is crucial and per-
tinent to provide an overview of the current state of
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blockchain technologies applied to EHR to identify
common structures and functionalities.

The gap introduced, and the central aim of this
research lead to the following research question:
“Which blockchain use cases exist for Electronic
Health Records as part of Health Information Sys-
tems, and what is the current implementation status
according to relevant literature?”

From a methodological perspective, a systematic
literature review should provide the basis for answer-
ing the research question.

The main contribution of this research is to identify
a common ground for blockchain-based implemen-
tations of EHR. This common ground could be the
starting point to define clear global standards for sys-
tem compatibility in terms of data exchange, data
structures, and core functions of an EHR. The paper
contains contributions to health management and the
scientific community and provides policy recommen-
dations. Due to the increasing number of publications
and the growing complexity of the topic over time, it
is essential to methodically filter, synthesize, evalu-
ate, and integrate the results of the research subject,
evaluate and present them.

The paper is structured as follows: The most rel-
evant terms and concepts are briefly presented after
this introduction. The following section describes the
methodological approach used to answer the research
question. Section 5 offers the status quo of blockchain
technologies in HIS and the current ideas about the
European Health Data Space. The paper ends with
a discussion, limitations, and a conclusion with an
outlook for future research streams.

2. Central concepts and terms

This section gives an overview of central concepts
and terms relevant to this work.

2.1. Blockchain

Bitcoins are the starting point of blockchain tech-
nologies. Bitcoin is a new payment network and the
first decentralized currency. The cryptocurrency Bit-
coin, based on blockchain, was introduced in 2008 by
Satoshi Nakamoto, a pseudonym for either a person
or a group of people [15].

Wang et al. state that blockchain is an Internet-
based technology creating a decentralized peer-to-
peer ledger through which transactions in the form
of a sequence of data blocks (chain) are intercon-

nected in a timely order [16]. This way, a protected
data structure is formed and prevents the tampering of
blocks in the chain. Distributed Ledger Technology is
an approach to sharing and recording data across dif-
ferent data stores called ledgers [17]. Fosso Wamba
et al. analyzed 141 articles to overview various defi-
nitions of blockchain [18].

When examining various explanations of
blockchain, numerous authors emphasize its charac-
teristics of decentralization and access to information
within a transparent network. This entails a peer-to-
peer network that lacks a central authority but grants
approval rights to all participants. Such a setup
fosters an environment of democratic consensus and
decentralized trust [19]. The access rights guarantee
that every participant obtains a complete copy of the
entire blockchain. Other authors draw attention to
the cryptographic context, using a digital signature
to sign and verify a transaction.

2.2. Electronic health (eHealth)

For many years, the healthcare sector has
witnessed the growing significance of digital trans-
formation. Despite this progress, communication
between geographically separated health service
providers remains inadequate in providing com-
prehensive patient care [20]. The availability of
information, regardless of time and location, can
enhance operational efficiency and lead to cost sav-
ings within the healthcare system as a beneficial
consequence [21]. The same is true for electronic
knowledge sharing among the healthcare staff.

Pagliari et al. point out the importance of refer-
ring to the functional scope of eHealth. Based on
their work, they compiled 36 definitions [22]. They
derived a general definition of eHealth: “eHealth is an
emerging field of medical informatics, referring to the
organization and delivery of health services and infor-
mation using the Internet and related technologies.
In a broader sense, the term characterizes not only a
technical development but also a new way of working,
an attitude, and a commitment to networked, global
thinking to improve health care locally, regionally,
and worldwide by using information and communi-
cation technology.” [22].

2.3. Health information systems
As in any other domain, information systems play

a crucial role in today’s eHealth sector. The flood
of daily collected data about patients, physicians,
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nurses, pharmacists, emergency staff, and many other
involved parties must be stored. The processes in
health services, including surgeries, emergency and
rescue operations, patient care, visitors to the general
practitioner, examinations and diagnostics, health
service billing, imaging, and lab analyses, are to be
documented well to facilitate the best possible patient
treatment [23]. Harmonizing central and decentral-
ized systems is indispensable in an increasingly
digitalized health environment.

2.4. Electronic health record

A central part of an HIS is the EHR, which rep-
resents a lifelong, time- and location-independent
collection of all health-related data of a patient [24]. A
central characteristic is that the entire record is in the
hands of the person concerned. Patients can view all
their medical-related documents, regardless of which
institution created them. It is important to stress that
patients own their health data. They can decide which
health service provider they allow access to their doc-
uments and which institutions they deny access to.

In some cases, patients can even upload health data.
One example is the evaluation result of smart fitness
equipment, which a patient can upload to the EHR
to complement the overall picture of his health status
[25]. The EHR infrastructure bundles standardized
eHealth components necessary to enable patient data
management and secure health data exchange, includ-
ing user authentication, access management, logging,
and data storage. The EHR infrastructure provides
standardized interfaces and an adaptor set to integrate
IT systems, which may not yet support standardized
interfaces [26].

2.5. Security and privacy of health data

Healthcare data are highly personal and must be
treated very sensitively. Therefore, it needs security
and the utmost care due to legal requirements on dif-
ferent levels [27]. The European Program for Critical
Infrastructure Protection (EPCIP) is one example of
safety requirements on the infrastructure level [28,
29]. For hackers, the value of stolen health data seems
to be high [30, 31]. Those might sell data to third
parties, such as insurance organizations interested in
patients’ medical history, to identify if an individual
might have any conditions that could make them unin-
surable in the future. The reputational and financial
loss of having sensitive data leaked can be severe and
potentially ruin companies and institutions, harming

the patient [32]. The consequences are immense, but
ensuring the necessary security proves to be a com-
plicated task. According to Esposito et al., ensuring
the security of EHR ecosystems and the underlying
systems and components that form the ecosystem is
crucial yet challenging due to the interplay and com-
plexity between the systems and components [33].
Therefore, securing this EHR ecosystem has been an
active research area for companies and organizations
related to healthcare [3].

The EU’s General Data Protection Regulation
(GDPR) is highly relevant for health data privacy
and security. The GDPR has regulated data protection
uniformly throughout EU member states for the first
time. The European Commission and Council of the
European Union introduced the regulation in 2016.
At the end of the transitional period, it became a law
for all EU member states in 2018 [34]. The GDPR is
binding for all public and non-public data processing
legal bodies with a branch in the EU, selling goods
within the EU, or processing data in the EU. This
means that even non-EU companies acting in the EU
are in the GDPR scope and thus must comply with
the regulations.

The “Healthcare Insurance Portability and
Accountability Act” (HIPAA) represents essential
rules and regulations and protects all health data
in the United States since 1996. Within the scope
of this act, data and privacy regulations preserve
the availability, confidentiality, and integrity of
Protected Health Information (PHI) [35].

The 21st Century Cures Act mandates the Office
of the National Coordinator for Health Information
Technology (ONC) to establish a framework for the
interoperable exchange of electronic health informa-
tion. Section 4003 of the Act instructs the ONC to
“develop or support a trusted exchange framework,
including a common agreement among health infor-
mation networks nationally.” [36]

This legislation aims to grant patients greater con-
trol over their EHR. The Cures Act and the HIPAA
Privacy Rule share the common goal of safeguard-
ing patient rights, though they achieve this through
different approaches. A key element of the HIPAA
Privacy Rule is the right of access provision, which
requires providers to allow patients to inspect, access,
and copy their medical records. The Cures Act fur-
ther empowers patients by enabling them to access,
exchange, and use their electronic health informa-
tion as they see fit. This bipartisan legislation was
crafted to enhance both patient and provider choice
and access [37]. Therefore, GDPR and HIPAA form
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the central legal fundament for health data privacy
and protection in the respective regions.

3. Blockchain technologies in EHR

It has become apparent that applying blockchain
technology in healthcare brings many advantages and
challenges. Compared to cryptocurrencies, HISs are
more complex due to the many stakeholders with spe-
cific requirements. In general, the patient is the center
of healthcare services as the source of data generation
in an HIS. The theDataMap (see Fig. 1) was cre-
ated by researchers at Harvard University [38]. This
map aims to identify and elucidate the individuals
and entities engaged in handling a patient’s data and
the movement of that data among them. The authors
present this map as evidence of the many actors
involved in collecting, storing, transferring, and ana-
lyzing health data. Moreover, this model illustrates
the information flow between these actors, providing
insights into their relationships. These actors encom-
pass humans and organizations, including human and
non-human participants.

According to relevant research, blockchain opens
up an opportunity to track the location of health data
and exchange data to improve personal treatment out-
comes, medical research, and clinical trials. Bringing
eHealth to a new level through blockchain addresses
two issues simultaneously: an enhancement of inter-
operability and adequate privacy handling of data
[39-43].

Blockchain technology is the basis on which EHR
can ensure security and privacy, enabling patients
to control their data. Data security is crucial in
the electronic processing of patient data, its digital
transmission, and retrieval via various devices and
platforms. Security is one of the critical arguments for
implementing blockchain in the EHR context. First,
research outlines blockchain can ensure data secu-
rity against loss, falsification, or unauthorized access
through blockchain technologies [44-47]. In GDPR
terminology, blockchain guarantees health data avail-
ability, integrity, and confidentiality, the main three
pillars of ensuring privacy.

Since transactions in a blockchain are slow due to
the consensus mechanism of nodes, scalability, and
transaction cost are the two main problems hinder-
ing blockchain technology’s wide usage [48, 49]. To
tackle this issue, data managed in the blockchain net-
work (on-chain) are combined with data managed
outside the blockchain (off-chain). Off-chain stor-

age means that data is not stored directly on the
blockchain but locally, e.g., in a relational database.
The data inside the blockchain accesses off-chain
data, for example, through metadata and hash keys.
The metadata indicates where the off-chain informa-
tion is located, and the key allows the on-chain data
to access it. Off-chain storage is a common approach
for controlling access and identities of accessors.

This integrated model aims to minimize the
code executed by on-chain transactions, shifting
the responsibility of connecting off-chain operations
with the blockchain [50]. As a result, transaction
costs are reduced, including more transactions in each
block. Consequently, the waiting time for a trans-
action to be included in a block could be shorter.
This approach offers several benefits, including lower
transaction costs and latency, increased transaction
throughput, and improved privacy due to fewer on-
chain executions of transactions.

Different approaches exist for combining on-chain
and off-chain data management [51-54].

4. Methodological approach

The methodological approach followed in this
paper is oriented toward a systematic literature
review. A systematic literature review is entirely
based on evident (secondary) scientific literature
and follows predefined steps. It is “a replicable,
scientific and transparent process, in other words,
a detailed technology that aims to minimize bias
through exhaustive literature searches of published
and unpublished studies and by providing an audit
trail of the reviewer’s decisions, procedures and con-
clusions.” [55]

According to Fettke, a systematic literature review
follows a classical scheme of five phases: In the
problem formulation phase, the review question is
formulated and specified. A literature search serves
to identify the literature suitable for the research ques-
tion [56]. This literature is checked for relevance
during the literature evaluation and then analyzed
and interpreted. The review usually ends with the
presentation of the results [56].

4.1. Problem formulation

The central aim is to identify which blockchain use
cases exist for Electronic Health Records as part of
Health Information Systems and their current imple-
mentation status.



628 T. Sternat et al. / Blockchains in health information systems

Life Insurag:e Company

You, the Patient

Blood & Tissue
Retirement & Disability —

i

Human Resources

& Dental
Employer
‘_ﬁ T T~-__Payé
Employee Union~ - _
P2
SSA Y

Physician, Hospital
) _ICU Management

’;f’*?' “*o

//j \ ‘ f_b‘fgallection

Accreditation

‘ulk
Q& c'l Sel .;-. . & Justice

@ , \ \ N\ ki Firms
A y L \s\
A

*. /P armacy
|\ T py&Iransport

\C\T-Reg& ‘

nefjh"s (lanager P

~\

\

\ | Statistics
\ N ipti Iytics
fealth IT *| \ AR Licensing
S ——— \ L

VT \\ CDC

Personal Health R%ord /
|

\ / Analytics

\ b ;A
T i -\
\ *, \Pharrhaceutical Company
\
/' Media N

Employer's Wellness Program feal Bsfater ™5

Federal Trade Commission Other Government

Fig. 1. The data map.

Table 1

Keywords for literature search

Search term Combined with Search term Combined with Search term
Bitcoin + Clinical + Application
Blockchain Information Approach
Ethereum Systems Architecture
Hyperledger eHealth Benefits
EHR Challenges
Electronic Health Frameworks
Record Implementation
Health data Model
Health Pitfalls
Information Programs
Systems Project
Health Record Regulation
Hospital Status quo
Information Storage
Systems System
Electronic Transaction
Medical Record Use cases

4.2. Literature search

Firstly, potentially relevant literature was identified
using search terms in different databases.

Table 1 illustrates combinations of search terms
to provide a basic framework for search queries. It

is important to note that this search catalog is only a
fundamental overview of the search criteria. Articles,
studies, and reviews were included in this review if
they were in English and either peer-reviewed or pub-
lished in academic literature, ensuring adherence to
established quality criteria. Systematic reviews were
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Table 2

Overview of used scientific databases.

General Technical databases Medical
databases databases
SpringerLink IEEE Xplore PubMed
Science Direct JMIR
Emerald

incorporated to leverage the extensive information
already gathered, thereby enhancing the validation of
our review. There was no limit concerning the pub-
lication date of an article. Using scientific databases
facilitated the literature search according to the sub-
ject area covered. Table 2 categorizes the databases
used in three sections.

Secondly, the remaining literature was screened
for relevance to address the research question. The
screening process started with the most recent publi-
cations. The search was extended to highly relevant
articles by reviewing referenced sources in the iden-
tified body of literature.

4.3. Literature evaluation

After screening the proposed literature, irrelevant
information was excluded. A further overview of rele-
vant topics was collected by reading the abstracts and
searching keywords in the text to see what topics were
addressed. The data extraction took place after the
selection of studies for the scope of this review. After
first skimming and scanning for an overview, an in-
depth reading of all selected literature was necessary
to extract all relevant information from the text.

4.4. Literature analysis and interpretation

Next follows a qualitative synthesizing of the liter-
ature content and analysis of common explanations,
definitions, descriptions, models, elaborations, and
differences. This step also includes an interpretation
of the research question.

4.5. Presentation of the results

As the last step, the findings are presented. An
overview of the status quo of the combination of
EHR and blockchain technology is provided. Trends,
fundamental implementation standards, as well as
similarities are discussed. With a focus on the
research question, this literature review provides an

overview of the current technology and substantial
reasoning for its current implementation status.

5. Status quo of blockchain technologies in
EHR

This section overviews different approaches to
using blockchain technologies as part of an HER.
First, typical use cases derived from literature are
presented, followed by exemplary system implemen-
tations.

5.1. Use cases

According to the literature, fields of blockchain
application for the EHR are manifold. A shared
characteristic among these approaches is the inter-
connectedness of patient data encompassing medical
history, diagnostics, and treatment through cooper-
ative sharing within an immutable and trustworthy
blockchain. Additionally, blockchain technology can
effectively integrate other medical domains, includ-
ing research and development, billing, and insurance
[42, 57-59].

By leveraging blockchain technology, it becomes
possible to provide the research community access to
anonymized patient data. This enables the develop-
ment of health-related use cases by applying big data
analytics [60, 61].

Simultaneously, the outcomes of therapies and
medications can be relayed to healthcare providers
and the pharmaceutical industry, as Ullah et al.
highlighted. Physicians and hospitals can seam-
lessly share their findings and treatment approaches
with pharmacies, therapists, and post-treatment care
facilities [62]. Laboratory results can be digitally inte-
grated before, during, and after treatment, ensuring
prompt availability to all relevant stakeholders [63].
Another notable application area is telemedicine,
wherein doctors are consulted online through elec-
tronic devices [64]. Blockchain-enabled telemedicine
plays a significant role in various aspects of health-
care, ranging from initial visits for minor cases to the
engagement of specialists in medical history, diag-
nosis, and treatment, as well as follow-up care and
physiotherapy. Moreover, in the ongoing COVID-
19 pandemic, blockchain-powered telemedicine has
emerged as a vital tool.

Dai et al. claim that blockchain can improve the
analysis and transmission of patient health data,
which they call the “Internet of Medical Things”.
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Even rehabilitation on distance and quarantine might
benefit from blockchain implementation since it facil-
itates treatment recommendations between different
health professionals and patients [65]. A commonly
known improvement for an optimal patient path is the
seamless, timely, complete, and consistent exchange
of patient data via blockchain, which is only pos-
sible in the form of an EHR. During the literature
review, four main blockchain application clusters for
EHR could be identified. Those are the storage, shar-
ing, and audit logging of health data and identity
management. For a better understanding, the four
applications are described in Table 3.

These four application areas are often intertwined.
Most scientific papers explain a solution for a spe-
cific feature but do not clarify one-fits-all emerging
technology. Others illustrate blockchain architec-
tures within or outside the hospital for implementing
different layers of blockchain to existing clinical
infrastructure. Several frameworks suggest a hybrid
approach by combining on-chain and off-chain data
management.

5.2. Current status and challenges of
implementations

Most literature about blockchain and EHR dis-
cusses frameworks, models, and concepts, but only a
minor part includes actionable suggestions on imple-
mentation or a final prototype [66]. This suggests that
the implementation is still at an early stage and that
some unsolved challenges exist despite the advan-
tages research and industry agree on. According to
the scientific studies examined, these are primarily

a. concerns in terms of security, privacy, and data
protection [67, 68].

b. computational power [69], e.g. for smart con-
tracting or data management using blockchains.

c. high implementation and operational costs e.g.
cost of operation, cost of sharing data, cost
of following regulatory guidelines, and cost of
maintenance [70-73]. It must be noted that EHR
have the potential to reduce cost compared to
traditional, non-IT-based systems [74].

d. potential resistance to blockchain due to overall
negative experience with cryptocurrency [75].

e. lack of technological understanding [76].

f. lack of best practices or legal requirements, such
as GDPR [76] GDPR might hinder a blockchain
implementation for eHealth in the EU points
out that data privacy and security requirements

are challenging to realize [77] within a supra-
national concept for the exchange of highly
susceptible health data [78].

However, it seems interesting to glance at
researchers’ current propositions. The following sys-
tems are presented explicitly due to their specific
characteristics and importance for other EHR sys-
tems.

Hypderledger Fabric, started by Linux Foun-
dation, seems to be the open-source software for
building a permissioned blockchain network in
healthcare. Decentralized networks such as Bit-
coin and Ethereum operate on a permissionless
basis, enabling any node to join without the need
for prior authorization. In these networks, every
node can participate in the consensus mechanism.
These permissionless blockchains are known for their
transparency and decentralization. On the contrary,
permissioned blockchains necessitate invitations for
node participation. They are commonly employed
in private business environments and customized for
specific use cases. Power is concentrated within a
limited group of validators who are crucial in mak-
ing network decisions. While transparency may be
restricted, permissioned blockchains often exhibit
enhanced network upgrade time and scalability [79,
80].

The platform provides a public-private key infras-
tructure, equipping each participant (node) with a
cryptographic certificate. Hyperledger Fabric uses
lightweight consensus algorithms instead of the
Proof of Work mechanism, using a modular toolkit
for adopting fast and secure. This makes Hyper-
ledger Fabric a powerful platform for implementing
blockchains efficiently [8]. Based on the literature
review, many start-ups build on this architecture for
implementation.

Roehrs, da Costa, et al. implemented a blockchain
prototype for EHR storage and accessing called
OmniPHR prototype [81]. The model is built on
a distributed peer-to-peer network structure using
Hyperledger Fabric. The EHR is stored in “data
blocks in the format of archetypes, which is a rela-
tional DBMS” [81] in the cloud. The project relies
on openEHR, an uprising open-source health data
standard specifically for EHR, as part of a com-
plex archetype environment for more modern, easier
health data exchange. Patients and health service
providers access the EHR via a client module. The
EHR is stored within a private blockchain network,
secured via encryption (hashes), and chained to the
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Table 3

Clusters of application areas of blockchains for HER

Application Explanation Addressed by which authors and
under which topic
Storing health data ~ With its distributed network and Storing large data: [91-93]
consensus mechanism, the Storing data securely: [32, 94-97]
blockchain allows for secure
decentralized storing option for
the massive volume of sensitive
EHR.
Sharing health The health providers, especially Prove of access authentication,
data the patients themselves, can e.g through smart contracting: [8,
easily access health data from 81, 98-103]
any facility in a blockchain-based  Interoperable sharing: [104-110]
system. This ensures control for Data encryption: [111-116]
the patient and fast passing on of
data for optimal care.
Audit logging of The blockchain provides a record — [117-121]
health data of all audit logs of access of any
changes to an EHR, which can be
very useful for later issues with
the health data content, and to
monitor who entered a patient’s
EHR and when.
Managing the Following the requirement of [122-127]

identity of health

data accessors

health data privacy, blockchain

permits access to EHR only to

identified authorized entities by

identification mechanisms.

previous and subsequent transactions. Access per-
missions are granted via smart contracting, which
ensures that health data is kept private and secure. [§1]
Conducted availability tests with 10,000 to 40,000
simultaneous network requests. The results proved
that EHRs are available at 98%. However, DICOM
images can cause storage issues, even in the cloud,
due to the enormous file size.

MediChain is built on Hyperledger Fabric and
puts the patient in the system’s center. MediChainTM
is a permissioned blockchain solution for data stor-
age and access for Big (health) Data and is scalable
and extensible. It uses the permissioned Hyperledger
Fabric and is both scalable and extensible. MediChain
comprises three characteristics: It stores health data
off-chain, manages access permissions through smart
contracting emitted by the patient or service provider,
and is easy to use due to an intuitive mobile or web app
interface. The idea is that patients take over control
of their data. Depending on the role (patient, practi-

tioner, or caregiver), the user receives a blockchain
ID, labeled as data owner or requester. In addition
to data storage and retrieval, appointment requests,
contacting physicians, andanaging health care plans
are possible over MediChain [8].

One of the most mentioned blockchain EHR sys-
tems in literature is MedRec. MedRec provides a
hybrid solution for EHR, as most implementation
examples do. The blockchain itself does not store the
EHR, but its metadata and only accesses off-chain
data of health facilities. Med Rec is a network rather
than a service. Integration of the various stakeholders
is an essential feature of this system.

Overall, most concepts and frameworks only exist
theoretically. Still, some successfully implemented
examples were found that prove the usefulness of
blockchain technology in improving the storage,
sharing, and management of EHR. Private compa-
nies and governments or supranational institutions,
such as the EU, share the common goal of adapting
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patient health data management to the present claim
for a digitalized collaborative world.

The Estonian e-Health System is an advanced
and comprehensive digital healthcare infrastructure
implemented in Estonia. It is considered one of the
most successful and innovative examples of a national
EHR system globally. In 2016, the Estonian e-Health
Foundation initiated a pilot program to launch the
blockchain-based national eHealth project. This pro-
gram aimed to safeguard patient data cybersecurity
and effectively manage national health databases
using blockchain technology. The project’s primary
focus was to secure activity log records associated
with processing personal health information, ensur-
ing the confidentiality and integrity of medical data
at the national level. With just over 1.3 million
people, Estonia integrated the blockchain-managed
registry into its e-health ecosystem. This registry now
functions as a decentralized monitoring system, over-
seeing and documenting any access or modifications
made to a patient’s medical data by external parties. It
continuously updates and safeguards datasets while
maintaining comprehensive logs for potential audits
[82, 83].

Since medical data are often stored in differ-
ent EHR systems, health data must be transferred
between different, partly incompatible systems [84].
To combat this problem, cross-chain collaboration
systems have been developed to ensure a secure
and trustworthy transfer of health data between
various EHRs. MediLinker is an example of this
kind of service. One such service is MediLinker, a
healthcare application designed to resolve issues of
fragmented health information, patient ID manage-
ment, and automating health records and credentials.
MediLinker empowers patients with full access and
control over their personal data, allowing them to cre-
ate digital versions of their identity credentials and
authorize their use by healthcare providers [85]. A
comprehensive survey on patient tokenization to link
data from multiple EHRs can be found in [86].

5.3. European health data space

An initiative on a larger scale is the European
Health Data Space (EHDS), which was proposed
in March 2022 and is still in its early stages.
The EHDS refers to an EU initiative to create a
secure and interconnected ecosystem for health data
exchange and collaboration. It seeks to enable seam-
less and secure sharing of health data across borders
and among various stakeholders within the EU,

including healthcare providers, researchers, policy-
makers, and patients. The EHDS intends to facilitate
the exchange of health data to promote better
healthcare outcomes, advance medical research, and
support policy decision-making. The initiative aims
to overcome existing barriers and improve interoper-
ability between different healthcare systems and data
sources across the EU by harnessing the potential of
digital technologies and standardized data formats.

The main pillars are [87-90]:

Interoperability: Promoting common standards
and technical specifications ensures seamless and
secure health data exchange across different systems
and stakeholders.

Data governance: Establishing a data governance
and protection framework to safeguard health data’s
privacy and security. This includes adhering to the
EU’s GDPR and other relevant regulations.

Access and portability: Enabling individuals to
have greater control over their health data and
facilitating their access to their health information
while supporting data portability between healthcare
providers and across borders

Research and innovation: Promoting research
collaborations by facilitating access to health data
for scientific and innovation purposes while ensuring
appropriate privacy and ethical safeguards.

Citizen empowerment: Fostering citizens’
engagement and empowerment by providing access
to reliable health information, digital tools, and
services to support their healthcare decisions and
promote personalized care.

The EHDS aims to strengthen the European
healthcare ecosystem, improve healthcare deliv-
ery, accelerate medical research, and contribute to
evidence-based policymaking. It aspires to facili-
tate the secure and responsible use of health data to
unlock its full potential for the benefit of individuals,
healthcare professionals, and society. Based on the
intentions and pillars of the system, it can be assumed
that blockchain technologies will play a role in its
implementation.

6. Discussion

Based on a systematic literature review, some com-
mon aspects and differences in blockchain-based
EHR approaches should be highlighted throughout
the examined studies, legal papers, journal arti-
cles, conference proceedings, reports, etc. Based on
the literature review results, this chapter serves to
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answer the underlying research question of this paper:
“Which blockchain use cases exist for Electronic
Health Records as part of Health Information Sys-
tems, and what is the current implementation status
according to relevant literature?”

The presented implementation examples give an
overview of current attempts to introduce blockchain
technology for EHR systems and what concepts have
made it to the market. Blockchain implementation
for EHR systems can be clustered into four groups,
as presented in Table 4.

The findings can be split up into three fields: prac-
tical, technical, and regulatory challenges.

6.1. Practical challenges

Even though some blockchain-based EHRs have
already shown success, some concepts and ideas of
EHRs that do not have a concrete implementation
plan are presented. Some suggestions outline the
potential for EHR without a concrete implementation
plan. For some frameworks, prototypes already exist
to prove the concept. The research revealed that most
proposals suggest a build-up layer on existing health-
care systems frameworks like Hyperledger Fabric.

Little literature suggests a general approach for
implementation, whereas the majority describes one
specific concept or model in detail. A one-fits-all
solution for applying blockchain technologies for
EHR is not proposed due to different standards,
infrastructure, health systems, and health data han-
dling rules. Before standard base functions can be
designed, all stakeholders must be invited to collect
detailed requirements. This is a prerequisite for the
acceptance of any system.

The considerable effort and cost for implemen-
tation, as well as the potential savings, must be
considered.

6.2. Technical challenges

Since medical records contain highly sensitive
data, ensuring that data is only accessible to
authorized individuals while maintaining privacy is
challenging.

Storing large volumes of medical records on the
blockchain is impractical due to its size. Solutions
like off-chain storage with on-chain references need
to be designed. Most authors propose a hybrid
approach combining on-chain and off-chain data
management. Several options for this hybrid data
management are available.

Traditional blockchains, like Bitcoin and
Ethereum, have limited transaction throughput. The
high volume of transactions in healthcare requires a
scalable solution. Blockchain transactions can take
time to be confirmed, which may not be acceptable
for real-time medical applications requiring imme-
diate access to records. Most systems use the Proof
of Stake algorithm.

Facilitating seamless data exchange between
healthcare providers and systems using blockchain
implementations requires robust interoperability pro-
tocols. While data can be encrypted, managing keys
and ensuring that encryption standards are up-to-date
and effective is complex. Ensuring blockchain sys-
tems comply with existing healthcare data standards
and integrate with legacy systems is difficult.

6.3. Regulatory challenges

Regulations for blockchain EHRs vary by coun-
try and region, but they generally focus on ensuring
privacy, security, and interoperability. Clarifying and
managing data ownership and control rights in a
decentralized network can be complex.

Within the European Union, the GDPR regulates
the processing of personal data, including health data.
Blockchain solutions must ensure data protection
principles and data sovereignty.

In the United States, two acts are central to imple-
menting and providing EHR systems. HIPAA ensures
the privacy and security of health information and
requires entities to implement safeguards to protect
health information. The Cures Act promotes interop-
erability and patient access to health records.

Regulatory bodies and standards organizations are
continually evolving their guidelines to keep up with
the advancements in blockchain technology and its
applications in healthcare. It is crucial for entities
utilizing blockchain for EHRSs to stay informed and
compliant with these regulations to ensure this tech-
nology’s safe and effective use

6.4. Limitations

Finally, it is essential to consider the study’s
limitations critically. First, as in every literature
review, the examined literature reflects only a part
of all blockchain research concerning EHR. Thus,
the results are only an excerpt of the current sta-
tus quo. Furthermore, some implemented concepts
might not be addressed in scientific literature since
it was found that more information on blockchain
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Table 4

Description of the four clusters of blockchain application in HER

Application

Explanation

Storing health data

Sharing health
data

Audit logging of
health data

With its distributed network and consensus mechanism, the blockchain allows for
a secure decentralized storing option for the massive volume of sensitive EHR.
Health providers, especially patients, can easily access health data from any
facility in a blockchain-based system. This ensures control for the patient and fast
passing on of data for optimal care.

The blockchain provides a record of all audit logs of access of any changes to an
EHR, which can be very useful for later issues with the health data content, and to

monitor who entered a patient’s EHR and when.

Managing the
identity of health
data accessors

Following the requirement of health data privacy, blockchain permits access to

EHR only to identified authorized entities by identification mechanisms.

trends is available in the media, which was not in
the scope of this review. Since unreliable resources
were excluded from the analysis, some use cases that
deserve discussion are likely not addressed.

Even though no particular focus on a region or
continent is set, most studies were about European
or US approaches to blockchain implementation for
EHR. This seems especially striking since many of
the respective sources come from other countries,
especially Asian countries. This bias on some world
regions more than others brings with it that the sta-
tus quo of blockchain for EHR in this paper might
not reflect the situation in all countries equally. Fur-
ther research is needed to examine global differences
in this topic. Due to the authors’ professional experi-
ences in healthcare, it also needs to be mentioned that
they cannot entirely avoid personal bias. However, the
focus on blockchain as a new field of knowledge and
the keyword-based literature review helped mitigate
any potential bias.

7. Conclusion

While the literature has identified numerous use
cases for blockchain in Electronic Health Records
(EHR), additional application possibilities will likely
emerge. Companies can leverage these findings to
gain crucial insights into securing and providing
access to medical data for all relevant authorities
along the patient journey. Managing this kind of
human system requires special attention to both
sides: the interest of patients as data owners and,
finally, society in improving the public health system.
Successful blockchain implementation in healthcare
institutions could significantly advance patient care’s
functional effectiveness, efficiency, and productivity.

However, achieving this would necessitate interna-
tional collaboration and a regulatory framework to
ensure global EHR standards. Like Sweden or Esto-
nia’s approach, a global blockchain EHR consortium
would be ideal for promoting interoperability and
digitizing secured EHR across stakeholders.

The importance of a standardized EHR solution
is undeniable. However, institutions like the EU still
critically discuss blockchain due to challenges such
as implementation costs and the need for a universally
suitable consensus mechanism. The key challenge
lies in achieving granular-level interoperability of
blockchain technology for EHR, as the secure data
exchange between individuals and parties with legit-
imate interests using state-of-the-art technologies.
Despite the promising application of blockchain in
EHR, there is a considerable journey ahead to estab-
lish an international blockchain healthcare solution.
Many countries, including Germany, still lack an
EHR for patients, relying on various records and
files. Nevertheless, ongoing research reflects positive
strides toward standardizing and securing our most
sensitive data.

Most existing literature predominantly delves into
the technical aspects of blockchain-based EHRs. For
these systems to succeed, all relevant stakehold-
ers must commit to and utilize them, ensuring the
integration of HIS and EHR platforms is success-
ful and viable. Broad acceptance becomes a critical
success factor given stakeholders’ diverse interests
and requirements. Additionally, integrating advanced
data analytics and artificial intelligence emerges as
crucial aspects in the realm of eHealth systems.

This research contributes to the scientific com-
munity and healthcare management on information
technologies used in EHR systems by providing an
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overview of blockchain implementations and their
common functional areas. The results show that dif-
ferent HER systems are based on various standards.
Furthermore, the distribution of data on-chain and
off-chain storage is handled in different ways. All this
leads to several incomplete EHR systems, which can
be considered a barrier to broad usage in the health
sector. A global working group should be initiated to
define standards and norms for better interoperability
of EHR systems as a societal human system. Finally,
these standards and norms should be formally imple-
mented as policies based on a legal foundation. Those
measures can potentially promote number three of the
Sustainable Development Goals.
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